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1 ]_Ie.]'ll/l H 3a/1a41 OCBOCHU A NUCHHUITINHBI

Leab10 0CBOCHHS AUCUUILIMHBI «3amuTa HHPOPMAUI» SBIIsETCS (POPMUPOBAHUE Y CTY-
JIEeHTOB TpodeccuoHaNbHBIX KommeTeHIuid OIIK-5 u YK-1 B COOTBETCTBUM C TPeOOBAHHSIMHU
@I'OC BO no nanpasienuto moarotoBku 6akanaspos 09.03.01 «MupopmaTnka U BEIYUCIUTEIb-
Hasl TEXHHUKa» C YYETOM HallpaBJICHHOCTH OakanaBpckoil mporpammsl — «IIporpammuoe oGecrne-
YCHHUE BBIYUCIUTEILHON TEXHUKU U aBTOMAaTU3UPOBAHHBIX CUCTEM.

CnoKHOCTh COBPEMEHHOT0 O0IEeCTBa CO3/1ajla HOBBIE YS3BUMOCTH U YIpO3bl sl HHDOP-
MAaIMOHHBIX CUCTEM. B cBsi3u ¢ 3TM HE0OX0auMO (HOPMHUPOBATH Y CTYJCHTOB CUCTEMY 3HAHHI B
obnactu nHGOPMAITMOHHON 0€30MaCHOCTH U MPUMEHSATh Ha MPAKTHKE METOMbI U CPEICTBA 3allu-
Tl UHPOPMALIUH.

3aayamMul TUCHUIUIUHBI SIBISIFOTCS:

— OBIIaJICHHE KOMILJIEKCOM 3HAHUI MO TEOPETUYECKUM U MPHUKIAIHBIM aceKTaM 3aIIUThI

nH(popManuu;

— U3y4YeHHUE MOJIeNel yrpo3 U TeXHOJOTHH obecredeHus: MHPOPMAIIMOHHOM 0e30macHo-

CTH;
— H3YYCHHE METOJIOB M CPEJICTB 3alIUTHl HH(OPMAIIMH OT BPEAOHOCHBIX BO3ACUCTBUI C
MIPUMEHEHUEM COBPEMEHHBIX TEXHOJIOTHIA;

— ¢opMupoBaHue yMeHUs1 00eCreynTh 3aluTy WH(OpMaIU U 00bEKTOB HHPOpMaTHU3a-

uy;

— (¢opMupOBaHHE HABHIKOB OOECIEeUYeHUs 3alIUThl OOBEKTOB HMHTEIEKTyaJIbHON COO-

CTBEHHOCTH, PE3yJIbTATOB HCCIICIOBAHUN U Pa3padOTOK.

B pesynbTare uzyueHus JaHHOIO Kypca, oOydarouiyecs mojyyar MpeICcTaBlIeHHe O CyIl-
HOCTH M 3HAUYE€HUU HHPOpMAIMM B Pa3BUTUU COBPEMEHHOIO0 WH(OPMAIMOHHOIO OOIIECTBA,
Hay4aTcsi 0CO3HaBaTh OMACHOCTU U YIpO3bl, BO3HUKAIOIINE B 3TOM MPOIIECCe, a TaKXkKe cOOII01aTh
OCHOBHbIE TpeOOBaHUS 3alIUThl THPOPMAIUH.
Oo6mbexramu pohecCHOHABHON AEATENbHOCTHU SBISIOTCA:

— CHCTeMbl aBTOMATHU3MPOBAHHOTO NMPOEKTUPOBAHUS U HH()OPMAIMOHHOW MOAJIEPKKU

KU3HEHHOTO 1IMKJIa TPOMBILIUIEHHBIX U3JIEIHIA;
— aBTOMAaTU3MPOBAHHBIE CUCTEMbI 00paOOTKH UH(YOPMALIUU U YTIPABICHHUSL.

2 Mecro nucuuminnsl B ctpykrype OITIOIT BO
JucuumnuHa «3amuTta UHpOpMalu» OTHOCUTCA K 00s3aTelbHOM 4YacTh oOpa3oBaTelb-
HOM nporpamMmsl, umeeT unaekc b1.0.15.
— JlucuunnuHa npenogaércs Bo § ceMectpe 4 Kypca 04Hoii (popMbl 00yuenus, popma
MIPOMEKYTOUYHON aTTECTALMU: 3a4€T C OLICHKOM.
—  Hucnunnuna npenogaéres Bo 9 cemectpe S Kypca 3a0uHoii GopMbl 00ydeHu s,
dopma MPOMEKYTOUHOM aTTeCTallH: 3a4€T C OLIEHKOM.

W3ydenune AUCIUIIMHBI 0a3upyeTcs Ha 3HAHUAX M YMEHUSX, TOJYyYSHHbBIX 00y4JaroMMHu-
Cs B TIPOIIECCE U3YUEHUS TUCIUITUINH TPOrpaMMbl OakairaBpuara:

— MWudopmaruka

— Opraauzamus 9BM u cuctem

— ApXHUTEKTypa BBIYHCIUTEIBHBIX CUCTEM

— OmnepanvoHHbIE CUCTEMBI

— CeTH ¥ TEJIEKOMMYHHUKAIIUU

— TexHnonorus pa3pabOTKH MPOrpaMMHOTO 0OecrieueHusl.



3 [lnanupyemMble pe3yabTaThl 00y4eHHs M0 IUCIHUIINHE

Pa3nen 3anonHseTCs B COOTBETCTBUU C KAPTaMU KOMIIETEHITHIA.
®opmupyemsbie komnerennun: OIIK-5; YK-1:
OIIK-5 — CriocoOeH pemiaTth 3a7a4u B 00JIaCTH Pa3BUTHsI HAYKU, TEXHUKH U TEXHOJIOTHH, TIPUMeE-
Hsi COBPEMEHHBIE METO/1bl CUCTEMHOTI'O aHaJIM3a U YIPABIEHUS C Y4ETOM HOPMATUBHO-IIPABOBOTO
peryinupoBanusi B cpepe HHTEIUIEKTYaIbHOU COOCTBEHHOCTH.

VYK-1 — Cnoco0GeH ocymecTBIsATh KPUTHUECKUI aHAJIN3 MPOOJIEMHBIX CUTyalllii Ha OCHOBE CH-
CTEMHOTI0 [TO/IX0/1a, BbIpabaThIBaTh CTPATETUIO JEHCTBUI.

dopMupyeMble KOMIIe-
TeHIIUHN

(K00 u HauMeHosaHue)

HNuauxkaropsl
JMOCTHKeHUSI KOMIIeTeHI Ui
(k00 u popmynuposxa)

IlnanupyeMble pe3yJabTaThl
00y4eHH sl 10 AUCIUILTHHE
(Moay.mi0)’

OIIK-5 — Cmocoben pemats
3ajayd B 0ONacTH pa3BUTHA
HayK{, TEXHUKA M TEXHOJIO-
THH, TIPAMEHSI COBPEMEHHBIE
METOJBI CUCTEMHOrO aHajH3a
U YIpaBJICHHUS C Y4E€TOM HOp-
MaTHUBHO-TIPABOBOTO  PETryJIH-
poBaHUS B cepe HHTEIUICK-
TyaJIbHON COOCTBEHHOCTH.

OIIK-5.1 Ucnonb3yeT JOKyMEHTHI

HOPMAaTHBHO-IIPAaBOBOTO PETYJIHPO-
BaHMA B chepe MHTEIUICKTYaJIbHOM

COOCTBEHHOCTH

3HaeT HOPMATUBHO-IIPABOBYIO 0a3zy UH)OP-
MalMOHHON 0€30IaCHOCTH.

Braneer OCHOBHBIMH HOHSTHSIMH U TpeOO-
BaHMsIMH WH(OPMALMOHHON 0e301macHOCTH
U 3alIUThl JAHHBIX

OIIK-5.2 BeiOupaet v mpuMeHseT
METO/IbI CHCTEMHOTO aHaJN3a U
yIpaBJIEHUs ¢ y4eTOM HOPMaTUBHO-
MIPaBOBOT'O PEryJMpoBaHus B chepe
MHTEJUIEKTYaJIbHOM COOCTBEHHOCTH
JUTSL pellieHns 3aa4 B 00JacTu pas-
BUTHUS HAYKH, TEXHUKH U TEXHOJIO-
THU

YMeeT BBIOHpaTh COBPEMEHHBIE ITPOTPaMM-
HBIE CPEACTBA U MHCTPYMEHTHI JUIsl obecre-
4yeHus 0e3011acCHOCTHU U 3aIIUThI HH(OopMa-
IUH.

YMeeT NpUMEHSTh Ha IPAKTHKE METOABI
CHCTEMHOI'0 aHAJIU3a U YIpaBJIeHUs B 00Ja-
cTu obecnedeHus 0€30IaCHOCTH U 3aIllUThI
nHpOPMALUH.

VK-1 — Cnocoben ocymiecTs-
JATh ~KPUTHYCCKHH  aHaIu3
npoOJEMHBIX ~ CHUTyaluid Ha
OCHOBE CHCTEMHOT0 MOJAXO0.a,
BBIPa0aTHIBATh CTPATErHI0
JIEWCTBUM.

VYK-1.1. Aranmupyet npoOIeMHY 0
CHUTYAIIHIO KaK CHCTEMY, BBISBILSS €€
COCTABJIAIOIINE U CBA3H MEXIy HU-
MU

Brnageer ananu3omM npoOiIeMHON CUTyaIuu
KaK CUCTEMOM.

VYMeeT BbISIBIISATH COCTaBJIAOIINEC np06neM-
HOHU CUTyall U CBA3U MCEXKIY HUMU.

YK-1.2. Onpenenser npoGensl B
uH(pOpMAIUH, HEOOXOTUMOH ISt
petieHus npoOJIeMHON CUTYaIuH, U
MPOEKTUPYET MPOLECCHI MO HX
YCTPaHEHHUIO

3HaeT, KaK OCYIIECTBIATh KPUTHUECKUI
aHaN3 ¥ CUHTE3 HH(OpPMAIIUH, TTOJTy4YeHHOMN
13 Pa3HbIX UCTOYHUKOB. Y MEET OLICHUBATh
UX Ha IIpeaMeT obecredeHust 0e301acHOCTH
Y 3alIUTHl HHPOPMAIHH.

BrnanmeeT HaBbIKaMu OIpe/IeIICHUS TPOOEIOB
HHPOPMALIUU, HEOOXOAUMOMW IS PEIICHUS
MPOOJIEMHO CUTYAIHH.

YMeeT npoeKTHPOBaTh MPOLECCHI M0 YCTpa-
HEHUI0 1po0estoB nHpopMannu, HeoOXo1u-
MO IS peIIeHusI MPOOJIEMHON CUTYAITHH.

VYK-1.3. Kputndecku oneHuBaeT
HaJIe)KHOCTh HCTOYHUKOB HH(OP-
Maluu, paboTaeT ¢ MPOTUBOPEUH-
BOI1 nH(pOpManyei u3 pasHbIX UC-
TOYHHKOB

YMeer paboTaTh ¢ pOCCUICKUMU H 3apy-
Oe>KHBIMU HH(OPMAITMOHHBIMH HCTOYHHKA-
MU B chepe mpodeccrnoHaNbHOI qesTeIbHO-
CTH, OCYILIECTBIISITh HAY4HbI [IOUCK.

‘YMeeT COmoCTaBIATh Pa3Hble HCTOYHUKU
MHGOPMAIINH C TIEIBIO BBISBICHHS HX TIPO-
TUBOPEUYHUH ¥ TIOUCKA JOCTOBEPHBIX CYyXKIe-
HUH.

YMeeT KpUTHUECKH OLICHUBATh HAJIKHOCTH,
KOPPEKTHOCTh M JOCTOBEPHOCTH UCTOYHU-
KOB MH(pOpMAIHU

2 MOFyT (bopMynnpOBan,ca B KaTCropusax «3HaTb», KYMETb», «BJIAACTh) NI «KUMCTb HABBIKW).




VK-1.4. Pa3pabatbiBaeT 1 coaepKa-
TEJIBHO apTYMEHTHUPYET CTPATETrnio
pemeHust mpoOIeMHO CUTyaluy Ha
OCHOBE CUCTEMHOI'0 ¥ MEXIUCIIH-
IUTMHAPHOTO MOJX0A0B

Brnageer HaBbIKaMu pelIeHHs] CTAHJAPTHBIX
3a7a4 IPO(EeCCHOHATBLHON JCITEIHHOCTH Ha
OCHOBE MH(OPMAIIMOHHOM KYJIBTYPBI C
MPUMEHEHUEM HH()OKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHM.

Braneer HaBbIKaMM pelIeHNsT HECTaHAAPT-
HBIX 337124 B chepe 3a1uTel HHOOPMALIUH C
y4eTOM OCHOBHEIX TpeboBaHMi HH(POpMa-
IIMOHHOM 0E30ITaCHOCTH.

VYK-1.5. Ctpowur cueHapuu peanu-
3aIlMU CTPATETHH, ONpeesisis BO3-
MOYKHBIC PUCKH M TIpeAsIaras myTH

3HaeT OCHOBHBIC METOJIBI OLICHKH U IIPEIOT-
BpAILCHUs PUCKOB Pa3HBIX CLICHAPHEB pe-
IICHUS PO eCCHOHANBHBIX 3aa4.

UX YCTpaHCHUA BJ'Ia,HCCT TEXHUYICCKUMHU CPEACTBAMU U ME-

TOJAMH 3aITUTHI HHGOPMAITHH.

Braneer MeTomaMu NpUMEHEHHS KPUIITO-
rpadUIecKuX CpeCcTB 3aIUTHI HHPOpPMa-
LIHH.

VYK-1.6. Ucnionb3yeT J0THKO-
METO0JIOTMYECKUI HHCTPYMEHTa-
pUH 11 KpUTUYECKOHN OLIEHKHU CO-

3HaeT, KaKk (JOpMyJIMPOBATH Pa3IHIHbIC
CIIEHapUH CTPATETUH PEIICHHs TPOOIEMHON
CUTYyaIHH.

BPEMEHHBIX KOHIICTIIUH (puocod-
CKOI'0 XapakTepa B CBOEH MpeaMeT-
HO# o0JytacTi

3HaeT, Kak OIIeHUBATh JOCTOMHCTBA, HEJI0-
CTaTKU U PUCKH PA3IMYHBIX CLICHAPUEB
CTpaTeruy peuieHus npoOIeMHO CUTYyaluH.

Pesynbrar 00y4yenus copMyIHpPOBaH C YUETOM CIECAYIOUINX NPO(eCCHOHATIBHBIX CTAaHAAPTOB:

— 06.003 «ApxurekTop TporpamMmHOro obecriedeHus», 0000mEHHas TpymoBas QyHkums H6 -
OreHKa BO3MOXKHOCTH CO3JIaHUS apXUTEKTYPHOTO MpoekTa; Tpyaosas Gpyukuus H/03.6 - Ompe-
NeJICHHE LIeJIed apXUTEKTYpbl IPOrPaMMHOTO CPECTBA.

4 O0bemM ATUCHHUIIMHBI
ITo ounoii popme 00yuenus (8 cemectp 4 Kypca)

O0beM JUCHUIIIMHBI COCTABISET 2 3aU€THBIX €IMHUIIBI, BCErO 72 aKaJeMHYeCKHX Yaca.

40 yacoB COCTaBJISIET KOHTAKTHAsI paboTa 00y4aroIerocs ¢ npernojgaBaTeieM, B TOM YUCIIE:
— 20 9acoB — IEKIMOHHEIC 3aHITHUSI;
— 20 yacoB — MPaKTHYECKUE 3aHSITHS.

32 daca cocTaBIsieT caMOCTOsATEIbHas paboTa 00ydJaroerocs.

IIpomexyTOUHBIN KOHTPOJIb — 3a4ET C OLIEHKOM.

I1o 3a04uHoii popme 00yuenus (9 cemectp 5 Kypca)

O06beM TUCIMITIIMHBI COCTABIISET 2 3aU€THBIX €IMHUIIBI, BCETO 72 akaJIeMHUYECKUX Jaca.

8 4acoB cocTaBisieT KOHTaKTHAas paboTa 00yyaromerocs ¢ mpernojaBaTesieM, B TOM YHCIIe:
— 4 gaca — JIEKIIUOHHEIC 3aHATHUS;
— 4 gaca — NIpaKTUYECKUE 3AHATH.

60 yacoB COCTaBIISIET CaMOCTOSITEIbHASA PaboTa 00YUaIOIIEroCs.

4 gaca OTBOJMTCS HA MPOMEKYTOYHBIM KOHTPOJIb — 3a4ET C OLICHKOM.




5 Copep:xkanne IUCHUNTTHHBI

Ounas popma o0yueHust

Jlekunu npencTaBiaeHbl B BUIE PE3CHTALIU.

B TOM YHCJIC:

CaMocTosTeabHas
Bcero KonTakTHas padora (pabota BO B3aUMOJICHCTBUY C MPETIOaBATEIIEM ) pabora
HaumeHnoBaHue pa3aeiioB U TeM
[ —— (akamem. oOyyJaromerocs
IIaC]E:I) HpaKTI/I"IeCKI/Ie 6 I/I3quHI/Ie TCOpHUU
Jlexuun (cemuHapckue) Jla ;;I;;TTCEHHHE: Bcero n IPaKTUICCKUX
3aHATUSA BOIIPOCOB
8 cemecTtpe 4 Kypc
Pasgen 1. OcHOBHBIE HOHATHS U
onpeAeNeHusl 3alluThl UHPOPMAIIIH. 4 ) ) )
VYrpo3sl uHOpMaIMOHHOW Oe3omnac-
HOCTH B MH()OPMAIIMOHHBIX CUCTEMAX.
Paznea 2. Ctannaptsl uHbOpMau-
OHHOU Oe3omnacHocTu. HanpaBnenus
3aIuTHI (TIpaBOBasi, OPraHU3aAIUOH-
Hasi, IPOrpaMMHO-TEXHUYECKas). 6 2 2 4 2
Mexnynapoansie u Pocculickue 3a-
KOHBI U CTaHAAPTHI 3aLTUTHI HHOP-
MalluH.
Pasznen 3. MHoroypoBHeBas 3aIura
KOPIIOPAaTHBHBIX ~ MH(MOPMAITMOHHBIX
cucteM. CuCTEeMBl O0JaYHBIX BBHIYKC- 8 2 4 6 2
JeHnH. be30macHOCTh onepanmoHHbIX
CHCTEM.
Paznea 4. [Ipunnune! kpunrorpadu-
geckoii 3amuTel nHGopmanuu. Cum- 16 4 4 2 g

METpPHYHBIE U ACHMMETPUYHBIC KPHUII-
TOCHUCTEMBI IU(POBAHMSL, THOPUIHBIN




B TOM YHCJIC:

CamocTosTenpHas
Bcero KonTakTtHas padora (pabota BO B3aUMOJICHCTBUY C MPETIOaBATEIIEM ) pabora
HanmenoBanue pa3zienioB u Tem
N (akamem. oOyyJaromerocs
4achl) I[IpakTHyeckue a6 N3ydenue teopun
Jlexuun (cemunapckue) 4 3(21[1){ ZTTO;)HHHe Bcero 1 IIPaKTUICCKHUX
3aHATUS BOIIPOCOB
METO/I.
Pa3nen 5. MatemaTudeckue IMOHSITHS,
UCIIOJIb3yeMbIe B Kpunitorpaduu ¢ 16 4 4 3 3
OTKPBITHIM KJTIFOUOM. 3aa4ya paKkTopH-
3auuu. AnroputM RSA.
Pazgen 7. OyHKUMHM X2LIMPOBAHUSL.
OnekTpoHHass 1UQGPOBas  IOMIIKCH. 14 4 4 3 6
Anroput™Mbl  IM(PPOBOK  MOJIHUCH.
Cxema Dap-I"amans.
Pa3nen 8. nentudukanus, ayteH-
TUQUKALNS U aBTOPU3AIIHS TI0JIb30Ba-
Teld. 3alnTa B JIOKAJIbHBIX CETAX. 8 2 2 4 4
HoBrbie HanpaBiieHus B 3a1IUTE WH-
dbopmarnuu.
[IpomexxyTouHast aTTecTanus: 3a4€T C
OIICHKOM.
Hroro: 72 =40 + 32 72 20 20 40 32

[Ipu peanmszanuu JUCUHUIUIMHBI OPTAaHU3YETCS TEOPETUUYECKAs. U IIPAKTUYECKAs IIOArOTOBKA IIyTEM IPOBEAEHUs JIEKIUN U NIPAKTUYECKUX 3aHs-
TUH, MIPeIyCMaTPUBAIONINX yYacTHe OOYy4arolUXcs B BBIIOJHEHUHU OTIEIbHBIX 3JIEMEHTOB padoT, CBSI3aHHBIX ¢ Oynymield nmpodeccuoHanbHON Jesi-

TEJIbHOCTHIO (8 4acoB).

[IpakTrueckas MOATOTOBKA MPH U3YYCHHUH TUCIUILTHHBI peaTu3yeTCsl HETIOCPEACTBEHHO B YHUBEpcHUTETE ((rnane).




3aounas popma o0OyueHust

Jlekunu npencTaBiaeHbl B BUJIE PE3CHTALIU.

B TOM YHCIJIC:

CamocrosiTenbHast
Bcero KonTakTtHas pabota (pabota BO B3aUMOJICHCTBUY C MPENOJaBaTesIeM ) pabota
HaumMeHoBaHue pa3enoB U TeM
N (akamem. o0yyJaromerocs
Yachl) I[IpakTHyeckue a6 N3ydenue teopun
Jlexuun (cemuHapckue) 4 ;;II){ZTT(;&HLE Bcero n  IIPaKTHICCKHUX
3aHATUS BOIIPOCOB
9 cemecTpe 5 Kypca
Pasnen 1. OcHOBHbIE MOHATUS ©
OIpeJIeJIeHUs] 3allUThl UH(OPMAIHH. 1 1 4
VYrpo3sl uHpOpMamoHHOKH Oe3omac-
HOCTHU B MH()OPMAIIMOHHBIX CUCTEMAX.
Paznea 2. Ctannaptsl uHbOpManu-
OHHOI 6e3omacHocTH. Hanpasnenus
3a1uThl (IpaBoOBasi, OpraHU3aIMOH-
Hasi, IPOrpaMMHO-TEXHUYECKas). 6
Mexnynapoansie u Pocculickue 3a-
KOHBI ¥ CTaH/1apThI 3aIUTHI HH(DOP-
Maluu.
Pa3znen 3. MHoroypoBHeBas 3amura
KOPIIOPAaTUBHBIX ~ WH(OPMAIIMOHHBIX
cucreM. CucteMbl 00JauHBIX BBIYHC- 1 1 8
JeHni. be3omacHoCTh onepanoHHbIX
CHCTEM.
Paznen 4. [Ipunnuns! kpuntorpadu-
yeckoi 3amuTel nHGopmanuu. Cum-
METPUYHBIE U ACUMMETPUYHBIE KPUII- 1 1 2 16
TOCHCTEMBI MU(POBaHUSL, THOPUIAHBIN
METO/I.
Paszgen 5. MaremaTHu4ecKue IMOHATHS, 1 1 2 10




B TOM YHCJIC:

CamocTosiTeIbHas
Bcero KonTakTtHas padora (pabota BO B3aUMOJICHCTBUY C MPETIOaBATEIIEM ) pabora
HanMeHnoBanue pazienoB U TeM
N (akamem. oOyyJaromerocs
4achl) I[IpakTHyeckue a6 N3ydenue teopun
Jlexmuu (cemunapckue) 4 3(21[1){ ZTTO;)HHHe Bcero 1 NPAKTUIECKUX
3aHATUS BOIIPOCOB
UCIOJIb3yeMbIe B Kpuntorpaduu ¢
OTKPBITBIM KJITFOUOM. 3a/1aua (paKTopH-
3anuu. AiroputM RSA.
Paspen 7. OyHKIMM XOUIMPOBAHMS.
OnekTpoHHass 1HU(pPOBas TOJIHUCH. 1 1 ) ]
Anroputmbl  1IM(QPOBON  TOAIMHKCH.
Cxewma Oap-I"amans.
Pa3nen 8. nentudukanus, ayTeH-
TU(dUKAIKS U aBTOpU3AIIHS TT0JIH30Ba-
Tens. 3aluTa B JJOKAJILHBIX CETIX. 8
HoBsie HanpaBneHus B 3allUTE UH-
dhopmarum.
[IpomexxyTouHast aTTecTanus: 3a4€T C
olleHKoH (4 gaca).
Hroro: 72=8+ 60+ 4 72 4 4 8 60

[Ipu peanmzanuy JUCHUIUIMHBI OPTAHU3YETCS TEOPETUUYECKAs] M MPAKTUYECKAs IMOJArOTOBKA IMYTEM MPOBEACHUS JICKIIUN W MPaKTUYECKUX 3aHs-
TUH, TPeAyCMAaTPUBAIOIIUX YYaCTHE OOYYaroIUXCs B BBIOJHEHUU OTIENbHBIX JIEMEHTOB paloOT, CBA3aHHBIX C Oyaymied mpodeccuoHalIbHOU nes-

TEITBHOCTHIO (8 4acoB).

HpaKTI/I‘{CCKaH IMOATOTOBKA IMPU U3YUCHUHN JUCHUIIIIMHBI pCAIN3YCTCA HCIIOCPCACTBCHHO B YHUBCPCUTCTC ((I)I/IJ'II/IB.JIC).
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6 IlepeyeHb y4eOHO-METOAMYECKOT0 O0eceYeH s M0 U CIUIINHE
Jiia obecriedeHust peann3aliuy MporpaMMbl TUCHUIUIMHBI pa3padOTaHbI:

—  JEKIUU-TIPE3CHTAIINN;

— METOAMYECKHE IIEKTPOHHBIE MaTEPHAIIbI K MPAKTUYECKUM 3aHATUSM;

— METOJMYECKHE MaTePUAITBI TI0 OPTraHU3aIUU CAMOCTOATEIHHOM PaboThl 00yUYaONUXCS;

— METOJAMYECKHE MaTepuaibl 0 OpraHU3alUU U3yYEHUS JUCUUIUIMHBI C IPUMEHEHHEM JJIeK-
TPOHHOTO O6y‘-I€HI/ISI, AUCTAaHIIUOHHBIX 06pa3OBaTeJ'IBHBIX TGXHOJIOI‘I/II?I;

— METOJAMYECKHE PEeKOMEHAANH AJi1 O0yUYaIOUXCs C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3]/10-
POBBA U UHBAJIMJIOB ITO OCBOCHUIO ITPOrpaMMbl JUCHUIIIINHBI,

— MeToAMYEeCcKOe oOecrieueHue MHHOBAIMOHHBIX (POPM yueOHBIX 3aHSATHUI.

B y4eGHOM mpoliecce UCTIONb3YIOTCSI aKTUBHBIC U MHTEPAKTUBHBIE (POPMBI: 00CYKIIEHUE OT-
JIENIbHBIX Pa3/iesioB AUCLMILTUHBL, OMPOCHl HA 3aHITHUSIX, COBMECTHOE M CaMOCTOSITENIbHOE PeIlIeHUe
CTYJEHTaMH NPAKTUYECKUX 3a]1a4 U 3aJIlaHuH, pa300p KOHKPETHBIX 3a/laHUM.

MeTtoauyeckie MaTepralibl MO AUCHUILTUHE U 00pa30BaTeIbHON MPOrpaMMe B LIEIOM Mpe-
CTaBJICHBI Ha OUITMAIBEHOM caiiTe oOpa3oBaTenbHON opranm3anuu (pasnen «CeeneHust 00 oopaso-
BaTeNbHON opranmuzarum — O6pasoanue — OOpa3oBaTeNbHbIE IPOTPAMMBI).

7 ®OHBI OLIEHOYHBIX CPEICTB MO ANCIUILJINHE

Jlnist arTecTanuy 00yJaromuXxcsi Ha COOTBETCTBUE MX MEPCOHAIBHBIX JTOCTHKEHUH TTOATAITHBIM
TpeboBaHUSIM 00pPa30BATENBHOM MPOrpPaMMBI MO JUCHUIUIMHE pa3paboTaHbl (OHIBI OLIEHOYHBIX
CPEACTB, TIO3BOJIAIONINE OLCHUTH pPE3YyJbTaThl OOy4YeHHs (3HAHUS, YMCEHUS, HAaBBIKH) W
chopmupoBaHHbIe ((HopMHUpPyEeMbIe) KOMIIETEHIUH.

Ot (OHIOBI BKIIOYAIOT TEOPETUYECKHE BONPOCH], THIIOBBIC IPAKTHUECKUE 3aJaHUs,
JoMalIHue paboThl, TECThl M WHBIC OILEHOYHBIE MaTEepUANbI, UCIOJb3yeMble MPU IMPOBEACHUU
MPOIeTyp TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MMPOMEXKYTOYHOM aTTeCTAINH.

@DOH/IBI OIIEHOYHBIX CPE/ICTB MPEACTABICHBI B TPUIIOKEHUN K pabodeil mporpaMmme.

ITpu HEOOX0IMMOCTH O0yUarolecs ¢ OrpaHMYEHHBIMH BO3MOKHOCTSIMU 3/10pPOBbSI U HHBA-
JUIBI 00€CTIeYNBAIOTCS OLICHOYHBIMU MaTepHrajiaMu B (hopMax, alalTHPOBAHHBIX K OTPAaHHYCHHSIM
WX 37I0POBbsI U BOCTIPUATHS WH(POPMAIIUU:

JUist T ¢ HapyIICHUSIMH 3PEHHS:

— B II€YaTHOH (popMe YBETUUECHHBIM HIPUPTOM,
— B (hopme AIEKTPOHHOTO JOKYMEHTA,
— B Qopme ayauodaiina.
JUist U1 ¢ HapyIIEHUSIMH CITyXa:
— B Ie4atHo# dopme,
— B (OopMe DIIEKTPOHHOTO JIOKYMEHTA.
Jis u11 ¢ HapyIIeHUSIMA OTIOPHO-IBUTATEIILHOTO anmapara:
— B TmedaTtHo# dopwme,
— B (opMe AIIEKTPOHHOTO JOKYMEHTA,
— B (hopme aynuodaiina.
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8 PecypcHoe obecnieuenue
Ilepedennb JuTepaTypsbl
Ocnosnas yueonasa numepamypa

1. 3amwmra uadopmanuu : yueobnoe nocodoue / A.Il. XKyk, E.II. XKyk, O.M. Jlenemkun, A.W. Tu-
MOIIKWH. — 3-¢ u31. — Mocksa : PUOP : UTHOPA-M, 2023. — 400 ¢. — (Briciiee obpa3oBa-
Hue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekct : amek-
tpouubnii. - URL: https://znanium.com/catalog/product/1912992  (mata oOparmieHus:
16.04.2023). — PexxuM gocTyIa: 1Mo MOMUCKe.

2. BopucoB M.A. OcHOBBI pOrpaMMHO-aNIapaTHON 3aIUTHl HHPOPMALUK : yaeOHOe mocodue /
M.A. bopucos, 1.B. 3aBoanes, 1.B. Uwmxkos. - 4-¢ uzn.,nepepad.u gon. - M. : Jlenanz, 2016. -
416 c. : wi. - (OcHoBsl 3amuThl HHGOpMaruu. Nel.). - ISBN 978-5-9710-2667-9

3. Kpunrorpaduueckas 3ammura napopmaiuu : yaeonoe nocooue / C.O. Kpamapos, O.10. Murs-
coBa, C.B. Coxkonos [u ap.] ; mox pen. C.O. KpamapoBa. — Mocksa : PUOP : UHDOPA-M,
2023. — 321 c. — (Bricmee obpazoBanue). — DOI: https://doi.org/10.12737/1716-6. - ISBN
978-5-369-01716-6. - Teker : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1899016 (nata obpamenus: 16.04.2023). — Pexxum pocry-
1a: 1o MOAIHUCKE.

4. bapanoBa, E. K. Undopmanmonnas 6e3onacHocts. Vctopus crienuanbHBIX METOJOB KPHUIITO-
rpadudeckoil nestenpHocTH : yueoHoe nocobue / E. K. bapanosa, A. B. babam, /1. A. Jlapus. -
Mocksa : PUOP : THOPA-M, 2020. - 236 c. - ISBN 978-5-369-01788-3. - Tekcr : 351eKTpOH-
ueiid. - URL: https://znanium.com/catalog/product/1118462 (mata obpamenus: 08.04.2023). —
Pexxum noctymna: mo noamnucke

5. IHanbrun, B. ®. KommiekcHas 3ammra nHGOPMAIIMK B KOPIOPATUBHBIX CHUCTEMaXx : y4eOHOe
nocobue / B.®. Hlansrun. — MockBa : ®OPYM : UTHOPA-M, 2022. — 592 c. — (Bsiciiee
oOpazoBanme: bakamaBpuar). - ISBN 978-5-8199-0730-6. - Tekct : snektponnsii. - URL:
https://znanium.com/catalog/product/1843022 (nata oOpamenus: 08.04.2023). — Pexxum nocty-
Ta: 1Mo TMOAIHUCKE.

Hononnumensnan yuednan numepamypa

1. Ilpockypun, B.I'. 3amura nporpaMMm U JaHHBIX: yueOHoe mocobue / B.I'. IIpockypun. — M.:
Wznarenbckuii neHTp «Akagemus», 2012. — 208 c.: uin. ( Cep. bakanaBpuar). 978-5-7695-9288-
1

2. Hlernos, A. }O. 3amuta uHbOpMaIMu: OCHOBBI TEOPHUH : YUYEOHUK Il OakanaBpuaTa U Maru-
ctpatypsl / A. 1O. lllernos, K. A. llernoB. — Mocksa : M3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Akagemuueckuili kypc). — ISBN 978-5-534-04732-5. — Tekcr :
anextpounsiid // OBC FOpait [caiit]. — URL: https://urait.ru/bcode/449285 (nata obparienus:
08.04.2023)

3. Xopes, II. b. [IporpammHo-annapaTtHas 3ammTa nHpopmanuu : yaeonoe nocodue / I1.b. Xopes.
— 3-e u3n., uchp. u gorn. — Mocksa : UHOPA-M, 2022. — 327 ¢. — (Bricuiee obpazoBaHue:
bakanaspuar). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - TeKcT : 3J€KTPOHHBIHA.
- URL: https://znanium.com/catalog/product/1865598 (nmata ob6pamenus: 08.04.2023). — Pexum
JOCTYTIA: TIO TIOAITHCKE.

4. Kotenko, B. B. Teopus nHpopMauu 1 3aniuTa TeIeKOMMyHUKaIuii:: MmoHorpadus / Korenko
B.B., PymsanueB K.E. - PocroB-na-/lony:U3narenscteo FODY, 2009. - 369 c. ISBN 978-5-
9275-0670-5. - Tekct : anekrponnsiil. - URL: https://znanium.com/catalog/product/556817 (na-
Ta oopamenus: 08.04.2023). — Pexxum ocTyma: mo moamnuckKe.

5. MWmeitnos, B.S. UndopmanmonHas 6€300acHOCTb U 3aIiUTa HHPOPMAIIUK: TEOPHUS U MPAKTHKA :
yduebHoe nmocobue : [16+] / B.Sl. UmeiinoB. — Mocksa ; bepnun : lupexr-Menna, 2020. — 271 c.
: CXEM., TabII. — Pexxum JOCTyIIa: o MOATIUCKE. - URL:
https://biblioclub.ru/index.php?page=book&id=571485 (nata obpamenus: 08.04.2023). — bub-
morp. B kH. — [ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TeKcCT : 31€KTPOHHBIH.
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CyBopoBa, I'. M. NuadopmanmronHas 6e30macHOCTh : yuyebHoe nocobue mist By30B / I'. M. Cy-
BopoBa. — Mocksa : U3narensctBo Opaiit, 2021. — 253 c¢. — (Bricmiee obpa3zoBaHue). —
ISBN 978-5-534-13960-0. — Tekcr : anektponnsii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/467370 (nara obpamenus: 08.04.2023).

Ilepuonnueckne n3gaHus
NudopmanioHHble TEXHOJIOTHH U BBIUMCIUTEIbHbIE CUCTEMBI: HAYUHBIHN KypHal / YupeauTenb
®denepanbHOE TOCYIapCTBEHHOE yupexaeHue "denepaibHblii nccaeaoBaTelbckuid nentp "Un-
dbopmaruka u ynpasienue" PAH; ri. pex. [Tonko HO.C. - M.: ®I'Y ®enepanbHblii ucciaeaoBa-
tenbckuid eHTp "Mudopmartuka u ynpasienue" PAH. — Xypnan BeixoauT 2 pasza B MOIYT. —
OcHoBan B 1995 1. - ISSN 2071-8632. — Tekct : 251eKTpoHHBIN. [0THBIE 2IEKTPOHHBIE BEPCUHU
cTareil KypHaja JOCTYNHBI IO MOJAMUCKE Ha CalTe HAYYHOH OHIIEKTPOHHOW OHOIMOTEKH
«eLIBRARY .RU»: https://www.elibrary.ru/title_about new.asp?id=8746
Wudopmanus u 6e30mMacHOCTh: HAYYHBIN KypHaI / Yupeaurenn: BopoHekckuii rocy1apcTBeH-
HBII TEXHUYECKUH yHUBEpCUTET; IJ1. pea. Ocranenko A.lI'. — Boponex: Boponexckuil rocyaap-
CTBEHHBI TeXHUYECKUI yHUBepcuteT. — JKypHasl BBIXOAUT 2 pas3a B moiyr. - OcHoBaH B 1998
rony. - ISSN 1682-7813. — TekcT : anekTpoHHbIH. [lonHbIE 37IEKTPOHHBIE BEPCUM CTATEH XKYp-
Haja JOCTYIHBI Ha cailiTe HaydHoW diekTpoHHOM Oubmuorekun «eLIBRARY.RU»:
http://elibrary.ru/contents.asp?titleid=8748
Wudopmatrka U cUCTEMBI YIPABJICHUS: HAYYHOE M3JaHue / YdpeauTenb: AMYpPCKUi rocynap-
CTBEeHHbIN yHuBepcuteT; . pela. EJI. Epemun. — bnarosemenck: AMypCKHil TocyaapCTBEH-
HBIM YHHBEpPCHUTET. — JKypHaJ BbIXOAMUT 2 pa3za B nouyr. - OcxoBan B 2001 r. — ISSN: 1814-
2400. - Tekct : snexkTpoHHbIN. [loaHBIE 2EKTPOHHBIE BEPCUM CTATEH >KypHaia JOCTYIHBI Ha
caire HAay4YHOU 3JIEKTPOHHOU OoubIMoTEKN «eLIBRARY.RU»:
https://www.elibrary.ru/contents.asp?titleid=9793
[IporpaMMHbIEe NPOAYKTHI M CHCTEMBI: MEXIYHAPOJIHBIM HAyYHO-IPAKTHUYECKUH >KypHan /
VYupeaurens: Kynpusunos B.IL.; ri. pen. Casun I'.1. - TBeps: LleHTpniporpammcucTem. — xyp-
HaJl BBIXOJIUT 2 pa3za B noisyr. - OcHoBaH B 1988 romy. — ISSN: 0236-235X. — TekcT : anek-
TpoHHBIM. — IlomHBIE 2IEKTPOHHBIE BEpPCHM CTaTEd IPEACTABICHBl HAa CalTe JKypHaja:
http://swsys.ru/
Cuctemnslif anmMunucTparop / Yupenutens: "Wznarensckuit gom "IlonoxeBen u mapTHeps";
1. pen. I'. Tlonoxeser. — M.: O011ecTBO ¢ OrpaHUYEHHONW OTBETCTBEHHOCTHIO "M3nmarenbckuii
noM "llonoxxesen n nmaptHeps!”. — XKXypHan Beixogut 12 pa3 B rox. - OcHosan B 2002 rony. -
ISSN 1813-5579. — Texker : anexTpoHHbIi. [oHBIE 2TIEKTPOHHBIE BEPCUU CTaTEH >KypHAaJa J10-
CTYHHBI IO TOJANUCKE Ha caiTe Hay4dHOH siekTpoHHOW Oubmmorekn «eLIBRARY.RU»:
https://elibrary.ru/title _about.asp?1d=9973

IIpogeccnonanbHbie 02361 JAHHBIX U MHPOPMAILMOHHbIE CIIPABOYHbIE CHCTEMBbI

Inekmponno-oubIUuOmeunsvle cucmemovl u 06a3vl OAHHHIX

9BC «Znanium.comy: http://znanium.com/

OBbC «Jlanb»: https://e.lanbook.com/

OBC «fOpaiit»: https://urait.ru/

OBbC «YHuBepcuterckas Oubnuoreka oHnaitn»: http://biblioclub.ru/

Hayunas snekrponnas 6ubnuorexa (PYHOB) «eLIBRARY.RU»: http://elibrary.ru

Hanmonanwsuas snextponnas oubnuoreka (HOB): http://H30.pd/

ba3bl nanHbIX poccuiickux xypHanoB komnanuu «East View»: https://dlib.eastview.com/

Hayunvie nouckogvie cucmemol

1. ArXiv.org - Hay4HO-TIOMCKOBAasl CUCTEMa, CHEIMATU3UPYETCS B OOJIACTIX: KOMIBIOTEPHBIX
HayK, acTpopu3uKu, GU3NKH, MAaTEMATUKH, KBAHTOBOM Onosoruu. http://arxiv.org/

2. Google Scholar - mouckoBas cuctema 1o Hay4yHOU JauTepaType. Brirtouaer cTaTbu KPYyIHBIX
HAYYHBIX H3JaTeNbCTB, APXMBHI MPENPUHTOB, MyOJMKAIMM Ha CalTax YHHBEPCUTETOB,
Hay4HBIX OOIIECTB M APYTUX HAyYyHBIX opraHu3zauuii. https://scholar.google.ru/

NounhsLDd—
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https://portal.issn.org/resource/issn/2071-8632
http://elibrary.ru/publisher_about.asp?pubsid=1214
http://elibrary.ru/publisher_about.asp?pubsid=1214
https://portal.issn.org/resource/issn/1682-7813
http://elibrary.ru/contents.asp?titleid=8748
https://www.elibrary.ru/org_profile.asp?id=209
https://www.elibrary.ru/org_profile.asp?id=209
https://www.elibrary.ru/org_profile.asp?id=209
https://www.elibrary.ru/org_profile.asp?id=209
https://portal.issn.org/resource/issn/1814-2400
https://portal.issn.org/resource/issn/1814-2400
https://www.elibrary.ru/contents.asp?titleid=9793
https://elibrary.ru/publisher_about.asp?pubsid=21152
https://elibrary.ru/publisher_about.asp?pubsid=21152
https://elibrary.ru/publisher_about.asp?pubsid=21152
http://znanium.com/
https://e.lanbook.com/
https://urait.ru/
http://biblioclub.ru/
http://elibrary.ru/
http://www.uni-protvino.ru/biblioteka/elektronno-bibliotechnye-sistemy.html?id=369
http://нэб.рф/
https://dlib.eastview.com/
http://arxiv.org/
http://arxiv.org/
http://scholar.google.com/
https://scholar.google.ru/

3. SciGuide - HaBuraTOp 1O 3apyOCKHBIM HAYYHBIM DJICKTPOHHBIM pECypcaM OTKPBITOTO J0-
cryna. http://www.prometeus.nsc.ru/sciguide/page0601.ssi
Ilpogpeccuonanvuuie pecypcot cemu «nmepnem)
OTkpeiTOe 0Opa3oBanue https://openedu.ru/
[Topran Life-prog: http://life-prog.ru/.
OpenNet: www.opennet.ru.
AJTOPUTMBI, METOIBI, TIpOTpaMMBI: algolist.manual.ru.
Cepsep naboparopun Kacriepckoro (nHpopmanust 0 KOMObIOTEPHBIX BUPYCax) :
WWW.avp.ru.

MRS

Heo0xoaquMoe nporpaMmMHoe o0ecrnevyenme

JucuuruimHa obecrieyeHa HeOOXOJMMBIM MTPOrPAMMHBIM 00€CTIEYeHHEM, KOTOPOE HAaXOAUTCS B
CBOOOJHOM JIOCTYIIE.

Microsoft Visual Studio 2022.

Heo0xoa1uMoe MaTepua/IbHO-TEXHHYECKOe 0O0ecniedeHne

[IpoBeneHne MPaKTUYECKUX 3aHATHI MO JUCHUILIMHE TPEANOoIaraeT UCI0Ib30BaHUE CIICIH-
AJIU3UPOBAHHBIX aYI[I/ITOpI/If/'I, OCHAlUICHHBIX HNEPCOHAJIbHBIMU KOMIIBIOTCpaMH, O6”I)€I[I/IHCHHI>IMI/I B
JIOKaJIBHYIO CETh M UMEIOLIMX JOCTYH K pecypcaM riodansHoi cetn HTEepHeT.

[TockonbKy JEKIIUU pa3pa0dOTaHbl B BUJC MPE3CHTAIUH, I UX MPOBEACHUS HEOOXOIUM
npoekTop. CTyneHTaM NpeAoCTaBIAIOTCS 3JIEKTPOHHbIE MaTepHalibl, IOATOTOBIEHHBIE MPENoaBa-
TEJIEM.

Jnsi BBIOJTHEHUS 3a/IaHUH CAMOCTOSTEIILHOM MOJArOTOBKH 00yYaronrecs: 00ecneYrBatoTCs
JUTEPATypOi, a TAK)KE B ONPEACIEHHOM IMOPAIKE MOTYT TOIY4aTh JOCTYN K MHPOPMALMOHHBIM
pecypcam MuTepHera.

Komnerorepnsiit knacce (15 I1K): o0opyaoBanne B COOCTBEHHOCTH.

OOyuaromiyecs U3 YUCIIa WHBAIKUJOB M JIUI] C OFPAaHUYEHHBIMH BO3MOXHOCTSMHU 3/10POBbS
MOTYT UCIOJIb30BaTh CIIEHUAIU3UPOBAHHOE IPOrPaMMHOE U MaTepraibHO-TEXHHUECKOoe obecreye-
HUE:

— oOyyaromuecs ¢ HapyIIeHUSIMH OIOPHO-/IBUTaTeNIbHOTO anmnapara npu HeoOXoJUMOCTH MO-
I'YyT HCIOJIb30BaTh AaJalTHBHbIE TEXHUYECKHE CpPEACTBA: CIELHaIbHO O0OpYIOBaHHBIE
JOKOWCTUKH, YBEJTMUEHHbIE BBIHOCHBIE KHOTIKH, KJIAaBUATYPbI C OOJIBIIMMHU KJIaBUILIAMHU.

— oOyuaromuecsi ¢ OrpaHUYEHUSAMH I10 3PEHHI0 MOTYT HpPOCIYILIaTh JOCTYIHBIM ayauomare-
pHUa UM IPOYUTATh TEKCThI, YBEIUUMB IIPUQPT HA dKpaHE MOHUTOpPA KOMIIbloTepa. Peko-
MEHAYETCSl UCIOJIb30BaTh IKPAHHYIO JIYIy U JAPYTME BU3YallbHbIE BCIIOMOIATEIbHBIE CPE-
CTBA, YTOOBI U3MEHUTH IIPUPT TEKCTA, MEKCTPOUHBI MHTEPBAJ, CAHXPOHU3ALUIO C PEYBIO
U T.1., IPOrpaMMbl 3KPAaHHOTO JOCTyHa (CKPUHPHUIEPHI sl MPOUYTEHUSI TEKCTOBOW MH(OP-
Maly 4Yepe3 CUHTE3UPOBAHHYIO pedb) W/WIN BKIOYUTH (YHKIHUIO «IKPAHHOTO JAUKTOPa»
Ha MepCOHAILHOM KOMITbIOTEpE ¢ oneparonHoi cucremoir Windows 7, 8, 10.

— oOyyaromuecs € OrpaHMYEHUSMU II0 CIYXy MOTYT BOCIIOJIb30BATbCA KOMITBIOTEPHOM
ayJIMOTapHUTYPON TIPU MPOCITYIIMBAaHUM HEOOXOIUMOH MH(OpMAaMU W MOPTATUBHON HH-
nykiuoHHo# cuctemoit cepunt «MMCTOK».

[Tpu HeoOxoaMMOCTH OOy4aroLIHecs ¢ OrpaHMYEHHBIMH BO3MOXHOCTSIMU 310POBbSI U HHBA-
JUBI 00ECTIEYMBAIOTCS MTeYaTHRIMU U (WJIH) DJIEKTPOHHBIMU 00pa3oBaTeIbHBIMU pecypcamu (o0pa-
30BaTebHas MporpamMma, yaeOHble TocoOus u Jip.) B (hopMax, aJanTHPOBAHHBIX K OTPaHHYEHUSIM
UX 3710POBbsI U BOCIPUATHS HH(OPMALIUU:
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http://life-prog.ru/
http://www.opennet.ru/
http://algolist.manual.ru/
http://www.avp.ru/

IIpunoxenue K padoyeii mporpaMmme TUCHHUILIMHBI

(I)OHIIBI OLCHOYHbBLIX CPEACTB

B pesynbrare ocBOSHHUS MporpaMMbl MarucTpaTypsl 1o HanpasieHuio nmoarotoBku 09.03.01 «Mudbopmarnka U BEIYUCIUTEIbHAS TEX-
HUKa» C yY4ETOM HAIPaBICHHOCTH Iporpammel — «IIporpamMmmHoe oOecrnieueHre BBHIUUCIUTEILHON TEXHUKA U aBTOMATH3UPOBAHHBIX CHCTEM)
BBIITYCKHHK JIOJDKEH 00J1a1aTh CIEAYIOMUMU IPOodeCcCHOHATbHBIMUA KOMITETECHIUSIMHU:

[TpodeccrnonambHbIC KOMITETEHITUH:

Kommnerenmust OIK-5: criocoOeH onpeaensaTh el apXUTeKTyphl IPOrPAMMHOTO CPEJICTBA U CIIOCOOBI B3aUMOJICHCTBUS MEXK/TY BBIJICIICHHBIMU
IMporpaMMHbLIMHU IMIOACUCTCMAMMU.

Kommnerenmust YK-1: ciocoGeH oCyIIecTBIATh KPUTHUSCKUI aHATN3 MPOOJIEMHBIX CUTYalluii Ha OCHOBE CHCTEMHOTO MOJX0/1a, BHIPA0aThIBATh
CTpaTEruIo JICUCTBHIA.

Onuncanue nokaszareJieid 1 KpUTEpPUeB OLIEHUBAHUS KOMIIETEHIM, 4 TAKKe IMIKAJI OLeHUBAHUS

UHIUKATOP JOCTHIKE- KPUTEPUU OHEHUBAHUSA
HUSI KOMIETEHLIUU INKAJIA ouneHnBanus
(K01 1 HAMMEHOBAHUE) 1 D) 3 4 5
OIIK-5.1 Ucnoab3yeT 10KYMeH- Y IOBIETBOPUTETIHHO
He 3naet wnu cnabo 3Haet JemoHcTpHpyeT cBOOOI-
Thl HOPMATHBHO-IIPABOBOIO pe- ODMAMLEHO-IDABOE VIO 3HAET HOPMAMUBHO- XOpOLII0 3HAET HOPMAMUBHO- bIE 1 VBEDENHDLE SHAHMS
ryJiupoBaHus B cepe nHTE- OrtcyT- 6al3) widho, Map uonu?)} i npasosyio 6asy ungop- npaeosyio 6aszy ungopmayu- o Ma’};wgr;o DABOsOT
JIEKTYaJIbHO#i COOCTBEHHOCTH CTBHE 663’)0} nacnoﬁ muu Jlonyckaer MAYUOHHOU Oe30NACHO- oHHOU be3onachocmu. Jlomyc- 6a139 ot 1HGhO Map LoHHO
3naem HOpMAMUBHO-NPAo8yio | 3HAHMI MHO)KGCTBCHHI::IG - y61,1e cmu. Jlonmyckaer nocra- KaeT OT/eJIbHbIe HerpyObie Gesonacho cpmu LIHe 10
asy ungopmayuonnoill bOezonac- - . '
6azy pmay O py TOYHO CEpbEe3HbIe OMKO- | OMMOKH
oemu OIIMOKH. KH MyCKaeT OIMHNOOK.
He Brazneet uu 1eMOH- JlemoHCTpHpYeT y0B1e- JeMoHCTpUpyeT XOpOIIHii JemMoHcTpHUpYeT BBICO
CTPUPYET HU3KUH YPOBEHb | TBOPHUTEIBHBIA YPOBECHB pHpYy p . PHpY
BIIAJICHUSI OCHOGHbIMU NO- | BIAJICHUS OCHOBHbLMU YPOBCHE BIAJICHI OCHOGHDL™ | KHH YPOBCHD BIAICHHA
Braoeem ocnosnvimu nonsmusmu | OtcyT- MU NOHAMUAMU U MPeOOBAHU- | OCHOBHBIMU NOHAMUAMU
HAMUAMU U MPeboBaHUs. noussmusMU U mpeboea P
u mpebo8anuAMU UHPOPMAYUOH- CTBHE P . P . | sAmu ungopmayuonnoi bes- u mpebosanuaMU UH-
o MU UHGopmayuonHol 6e3- | HUAMU UHPOPMAYUOHHOU .
HOU 6e30nacHoCmu U 3aujumol BIANS- | it 1 Al GesonacHocmil 1 sau onacHocmu U 3awumaol OaH- @opmayuonnoii bezonac-
OGHHbIX. HUS “ “ HObIX. HOCMU U 3auiumyvl OaH-
Oannvix. Jlomyckaer MHO- | mbl OQHHUIX. JIOTyCKAET OTACbHbIE Her -
KECTBEHHBIE IPyObIe Jomyckaer 10CcTaTOYHO Y py )
oGk CepbesHBIe OmUBKM ObIe OIMOKH. He nomyckaet omubox.
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OIIK-5.2 BoiOupaer u npuMeHsieT
MeTO/bl CHCTEMHOI0 AaHAJIN3a U
yHpaBJIeHUs ¢ y4eTOM HOPMATHBHO-
NMPaBOBOTO PeryJnpoBaHus B cepe
HHTEJUIEKTYAJIbHOI COOCTBEHHOCTH

JleMoHCTpUpYEeT YacCTUUHOE
YMEHHE 8b16Upams cogpe-
MeHHble nPOZPAMMHbLE CPeo-

JleMOHCTpHUpYeT yIoBie-
TBOPHTEIBEHOE YMEHHUE 6bl-
bupamb cospemennvie npo-

JleMoHCTpUpYET 1O0CTAaTOUYHO
YCTOHYUBOE YMEHUE 6b10Upamb
cospemenHble NPOSPaMMHbLE

JlemoHCTpUpYET yCcTOWYH-
BOE YMEHHE 8bIOUpaAms co-
epemeHHble NPOSPaAMMHbLE

JJ1S pelieHus 3a1a4 B 00J1aCTH OtcyT- 5 epavmmbie cpedcmsa u : 0 ;
cmea u uHcmpymenmol OJis cpedcmea u UHCmpYyMeHmbl OJist cpeocmea u UHCmpyMeHmbl
PASBATHA HAYKH, TCXHHKH H T€XHO- CTBHE Py uHcmpymenmol 011 obecne- P by P Py
JIOrHu . | obecneuenus 6ezonacnocmu u obecneyenus 6e30NaACHOCMU U ons obecneyenus bezonac-
. YMEHHI ueHus1 6e30nacHocmu u
3auumvl UHGOPpMAYyUU. saugumer ungopmau 3auumvl UHGOpMAYyUU. HOCMU U 3auumul UHPOP-
JlomyckaeT MHOKECTBCHHBIC I[:zl CKaeT 10 C’; aquHO Jlomyckaet oTaenbHbIC HerpyOble | mMayuu.
Ymeem svibupams cospemennvie npo- rpyOble OmmMOKy. Y 5 OLIHOKH. He nomyckaer ommooxk.
2pammible cpedCcmea u UHCIMpyMeHmbl CEPHESHBIC ONIMOKH
051 obecneuenuss 6e30nacHoCmu u
3awumel uHGopmayuu.
E€MOHCTPHPYET YaCTHUHOE E€MOHCTPHPYET YIOBIIC- N
A pHpYy A TPHPYCT Y. JleMOHCTpHUpPYET JOCTATOYHO JleMoHCTpUpYET yCTOIUH-
YMEHHE NPUMEHSINb HA TBOPHUTEJIBbHOE yMEHUE 9
YCTOMUYMBOC YMCHUC NPUMEHSMb BOC YMCHUEC NPUMEHSAMb HA
Ymeem npumensmo na npaxmuxe npakmuKe Memoobl CUCeM- NPUMEHIMb HA NPAKMUKe
Ha npakmuke Memoosl CUucnem- npakmuke Memoowl Cu-
MemoObl CUCEMHO20 AHANU3A U - | Ho2o ananuza u ynpasnenus 6 | Memoowvl CUCHEMHO20 AHA-
0 OTeyT: 0
HO20 QHAU3A U YNPAGIeHUsL 8 CMeMHO20 aHanu3a u ynpag-
ynpasnenus 6 obnacmu obecneyenus CTBHE obnacmu obecneuenus be3- JU3a U ynpasienus 6 0o.1a-
. obracmu obecneyenus 6ezonac- JeHust 8 obaacmu obecneye-
bezonachocmu u 3auumul UHGOOpMa- YMEHUH | onachocmu u 3auyumol uH- cmu obecneuenus 6ezonac-
HOCMU U 3aWumol UHpopmayuu. HUs 6e30NACHOCU U 3aUU-
yuu. gopmayuu. Jlonyckaet MHO- HOCMU U 3auumul UHPOP-
JlomyckaeT oTaenbHbIe HerpyObie | mol ungpopmayuu. He no-
JKECTBEHHBIE TPYyOBIe OIN0- mayuu. JJomyckaet gocra-
OIITHOKH. MyCKaeT OIIMOOK.
KH. TOYHO Cepbe3HbIe OLINOKU
VK-L.1. Anausupyer npodaenyio JleMOHCTpUpYeT YacTHYHOE JlemoncTpupyer  yaose- JleMoHCTpHUpYyET JocTaTtoyHo | JleMoHCTpUpyeT CcTONYH
CUTYATLIIO KAK CHETEMY, BB Oreyr- BJ'la}Z[eHI/Iep pc}zlna/zuwm npo- | TBOPHTCIBHOC BIanCHIe CTOI‘/'IIH/IBpoep};naueHHe ananuzom | BOE B;fz[er;yue ci;taﬂzwow
€e COCTABJIAIOIINE U CBA3H MEKIY CTBUE . P aHanu3om npoodnemmotl y . .
6neMHOU cumyayuu Kaxk Ccu- _ | npobnemnoi cumyayuu Kkax cu- | npoOIEMHOU cumyayuu Kax
HUMH BlIajge- . cumyayuu KaxK Ccucmemou. . .
- N cmemoti. JomyckaeT MHOXe- cmemoti. JlomyckaeT oTHmeNbHBIE | cucmemon. He momyckaet
Bnaoeem ananuzom npoonemnou cu- HUIT Jlomyckaer JIOCTATOYHO
. CTBEHHBIE rpyObIe OMINOKH. HerpyOble OIIHOKH. OLINOOK.
myayuu Kak cucmemou. CCPbE3HBIC OIIIMOKH
Ymeem eviaensamo cocmasnaowue JleMOHCTpHUpYET yI0BIIe- .
N JIeMOHCTpUPYET YaCTHIHOE JleMOHCTpUpPYET AOCTATOYHO JleMoHCTpUpYET yCTOIUH-
nPOOIEMHOL CUMYAYUL U CE3U MeiC- TBOPHUTEIBEHOE YMEHHE Gbi- .
YMEHUE GbIs6/ISNb COCMAB- YCTOHUUBOE YMCHUE 6bI6/I5Mb BOC YMCHHE BbIAGIANMb CO-
0y HUMU. OtcyT- . AGNAMb COCMABTIOUUE . .
Jsowue npooIeMHOl cumya- . cocmasasiowue npooIeMHOU cmagasioujue npooIeMHoU
CTBHE npobreMHol cumyayuu u
. | yuu u ceazu medxncoy HUMU. cumyayuu u ces3u Mexncoy HUMu. CUMYayUUL U CE53U MeACOY
YMEHHH ces3u medicoy Humu. J1o-
JlomyckaeT MHOYKECTBEHHbIE JHornyckaer otaenbHbie Herpyosie | numu. He mormyckaer omim-
MyCKaeT JOCTaTOYHO Cepb-
rpyOble OMIMOKH. OIINOKH. OOoK.
€3HbIe OINOKHU
YK-1.2. Onpenensier npodenst B
. He 3Haet wiu c1abo 3Haer, Y 10BIIETBOPUTEIHHO 3HACT, CB00O/IHO U YBEepEHHO 3Ha-
uHpopmanuu, He0OX0AUMOI NJIs XOpoI110 3HaeT, KaK ocywecme-
L KAK 0Cyujecmensims Kpumu- KaK ocyujecmeisams Kpumu- N €T, KAK OCYUeCmeIsinb
peuuenusi Npo6JeMHO CUTYalUH, U N z JISIMb KPUMUYeCKull Anamus u .
OtTcyT- | ueckuil ananuz u cunmes uH- YeCKull QHANU3 U CUHME3 KpUMUYEeCKull aHaus u
NMPOEKTHPYET MPOIecchI IO UX N N cunmes ungopmayuu, noiyyeH-
CTBHE Gopmayuu, noryuennoi uz ungopmayuu, noIy4eHHol . cunmes ungopmayuu, nouy-
YCTpaHEHHIO L HOU U3 PA3HbIX UCMOYHUKOS. J10- °
3HAHUN | pasHeix ucmounuxos. JIomyc- | u3 pasuvlx UCMOYHUKOS. YEHHOTL U3 PA3HBIX UCOY-

3uaem, xax ocywecmensimo Kpumuie-
CKUL anHanu3 u cunmes ungopmayuu,
NOAYHUEeHHOU U3 PAZHBIX UCMOYHUKOS.

KaeT MHOXKECTBEHHBIE TPyObIe
OIITHOKH.

Jlomyckaer J0CTaTOYHO
Cephe3HbIe OLINOKH.

nycxaeT OTACJIIbHBIC Herpy61>le
OIITHOKH.

nuxos. He moryckaer omim-
OOK.
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Ymeem oyenusamo ux na npeomem
obecneuenus 6€30nacHOCMU U 3auju-
mul uHpopmayuu.

Bnraoeem nasvikamu onpedenenus
npobenos ungopmayuu, HeoodXo0UMou
0715 peuterusi npoOIeMHOU CUMYayuu.

OtcyT-
CTBHE
BIIaJIe-

HHUH

JleMOHCTpUpYyeT — 4YacTHUYHOE
BIIAJICHUE HABbIKAMU Onpede-
JleHus  npobenos ungopma-
yuu, HeobX0OUMOU 05 peute-
HUA NPOOIEMHOU CUMyayuu.
JlomyckaeT MHOKECTBEHHEIE
rpyOble OmmoOKy.

JleMOHCTpHUpYeT yIoBie-
TBOPHUTEIBHOE BIAJICHUC
HABbIKAMU ONpPeOeneHUs
npobenos ungopmayuu,
HeoOX00UMOtl Ol peuleHus
NnpoOIEMHOU CUMYayuu.
JonyckaeT 1ocTaTOyHO
Cephe3HbIC OMNOKU

JleMoHCTpUpYET 1O0CTATOUHO
YCTOWYHBOE BIIaJCHUE HAGLIKAMU
onpedenenus npo6enos ungop-
Mayuu, Heobxoo0uMoll 015 peule-
Husi npodnemuol cumyayuu. J1o-
IyCKaeT OTAENbHEIC Herpyoble
OIINOKH.

JlemoHCTpUpYET yCcTOWYH-
BOC BJIAJICHUE HABbIKAMU
onpedeneHus npobenos
unpopmayuu, Heobx0o0UMOU
0151 pewerusi nPoOAEMHOL
cumyayuu. He nomyckaer
OIIHOOK.

Ymeem npoexmuposame npoyeccel no
yempaneruro npo6enoe ungopmayuu,
HEoOX00UMOT 01 peuteHust npooem-
HOU cumyayuu.

OtcyT-
CTBHE
yMeHU

JleMoHCTpUpYET YacCTHUHOE
YMEHHE NPOeKmuposants
npoyeccol No YCmMpaneHuio
npobenos ungopmayuu, He-
00X00uUMOll OJ15 peieHus.
npooaemuou cumyayuu. J1o-
MyCKaeT MHO)KECTBEHHbIE
rpyObie OIIMOKH.

JleMOHCTpHUpYET yIoBIIC-
TBOPUTEIBHOE YMEHHE 1po-
eKmupo8amy npoyeccyl no
ycmpanenuto npooenoe
unpopmayuu, HeobX0OUMOU
0 peuterus npooIeMHOU
cumyayuu. JIomyckaer 1o-
CTaTOYHO Cepbe3HbIC
OIINOKH

JleMoHCTpUpYyeT AOCTaTOYHO
YCTOHYHUBOE YMEHUE NPOEeKmuUpo-
6ams npoyeccyl NO YCMPAHeHUIO
npo6enoes urngopmayuu, Heooxo-
oumotl 01 peuteHust npooIeMHOU
cumyayuu. JIOTycKaeT OT/eNb-
HBIE HETPpyObIe OIINOKH.

JleMoHCTpUpYeT ycTOHYIH-
BOE YMEHHUE NPOEKmMUpo-
6amv npoyeccevl No ycmpa-
HeHuro npobenoe unpopma-
yuu, HeobxoOUMOU 015 pe-
weHust npobIeMHoU cumya-
yuu. He momyckaet ommooK.

YK-1.3. Kputuuecku oneHuBaer
HaJIe;KHOCTh HCTOYHHKOB MHGOP-
Maluu, paéoTaeT ¢ NPOTHBOPEYH-
BOii uHGopMalueil U3 pa3HbIX HC-
TOYHHKOB

Ymeem pabomams ¢ poccutickumu u
3apyOesCHbIMU UHPOPMAYUOHHBIMU
ucmouHuxamu 6 cghepe npogeccuo-
HANbHOU 0essIMenbHOCU, OCYUeCmnE-
JISIMb HAYYHbLIL NOUCK.

OtcyT-
CTBHE
yMeHui

JleMOHCTpUpYeT 4acTUIHOE
YMEHHUe pabomams ¢ pocculi-
CKUMU U 3aPYOEHCHBIMU UH-
dopmayuonHbLMU UCOYHU-
Kamu & cghepe npogeccuo-
HANLHOU 0esimeNbHOCU.
JlomyckaeT MHOYKECTBEHHBIE
rpyOBbIe OMINOKH.

JemoHcTpupyeT ynoBie-
TBOPHUTEIBHOE YMEHHE pd-
bomams ¢ poccuiickumu u
sapybescHviMu unpopma-
YUOHHBIMU UCHOYHUKAMU 8
cghepe npogheccuonanvrol
desimenvrocmu. Jomyckaer
JOCTATOYHO CEPHE3HBIE
OIIIOKH

JleMoHCTpUpYET 10CTaTOYHO
YCTOWYHBOE yMEHUE pabomams ¢
POoCCUiCKUMU U 3apybedcHbIMU
UHPOPMAYUOHHBIMU UCTOYHUKA-
MU 8 chepe npogheccuonanbHoll
Oesimenvbrocmu. JIomyckaer ot-
JIeNTbHBIE HETPYObIe OLTHOKH.

JleMOHCTpUpYeT yCTOWYH-
BO€ YMEHUE pabomams ¢
poccutickumu u 3apyoesic-
HbLMU UHDOPMAYUOHHLLMU
ucmoyHuKamu 8 cgepe
npogeccuonanvhou oes-
menvrnocmu. He nomyckaer
OIIHOOK.

Ymeem conocmasnsime pasmvie uc-
MOYHUKU UHPOPMAYUL C YeTbIO BbLE-
JIeHUsL UX NPOMUBOPEYULL U NOUCKA
00CMOBEPHBIX CYHCOCHULL.

OtcyT-
CTBHE
yMeHUi

JleMOHCTpUpYeT 4acTUIHOE
YMEHHUE CONOCMasisimy pas-
Hble UCMOYHUKY UHPOpMa-
yuu. JIomyckaer MHOXe-
CTBEHHBIE TPYObIe OIIHOKH.

JemoHcTpupyeT ynoBie-
TBOPHTEIBHOE YMEHHE CO-
nocmaenams pasmvle uc-
MOYHUKU UHDOPpMAYUU.
JlonyckaeT 1ocTaTOYHO
CEpbE3HbIC OIIUOKU

JleMoHCTpUpYET AOCTaTOYHO
YCTOHYHNBOE YMEHHE COnOCmas-
JAMb pazHbie UCMOYHUKU UH-
@opmayuu. JToryckaeT OTaesb-
HBIE HETPpyObIe OMIOKH.

JleMOHCTpUpYeT yCTOWYH-
BOE€ YMEHHE CONOCmasismo
pasmvie UCMOYHUKU UHGDOP-
mayuu. He moryckaer omim-
OOK.

Yueev kpumuuecku oyenusams
HAOEHCHOCHb, KOPPEKMHOCHb U 00-
CMOBEPHOCMb UCMOYHUKO08 UHpOpMA-
yuu.

OtcyT-
CTBHE
yMeHHH

JleMoHCTpUpYeT 4acTUUHOE
YMEHHE KpUMUYECKU OYeHU-
6amb HAOEJICHOCMb, KOP-
PeKmHOCmb U 00CHmogep-
HOCHb UCMOYHUKO8 UHPOD-
mayuu. JIomyckaeT MHOXKe-
CTBEHHBIE TPYObIe OIIHOKH.

JleMoHCTpUpYyeT yaoBie-
TBOPUTENBHOE YMEHUE
Kpumudecku oyeHusams
HAO0edHCHOCb, KOpPeKMm-
HOCMb U 00CTOBEPHOCHb
UCMOYHUKOB UHPOPMAYUU.
JlonyckaeT 1ocTaTOYHO
CEPbE3HBIC OIINOKU

JleMoHCTpUpYeT 10CTAaTOUYHO
YCTOWYMBOE YMEHUE KPUMUYECKU
OYEeHUBAMb HAOENHCHOCMb, KOP-
PEKMHOCMb U O0CHOBEPHOCHIL
ucmounuxoe ungopmayuu. J1o-
MyCKaeT OTIebHEIC HerpyObIe
OIINOKH.

JleMoHCTpUpYET yCcTOWYH-
BOE YMEHHE KpUmuyecku
OYeHUBAMb HAOEIHCHOCb,
KOppeKmHocmy u 00Cmo-
6EPHOCING UCHOYHUKOB UH-
¢opmayuu. He nomyckaer
OINOOK.
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YK-1.4. Pa3padaTpiBaeT U coiepixKa-
TeJbHO APTYMEHTHPYET CTPATErnio
peleHust POGJIeMHOIi CHTYallHH HA

JemMoHcTpupyeT ynosie-

OCHOBE CHCTEMHOT'0 H MEKINCIL JleMOHCTpUpYeT  YacTHIHOE TBOPHTE/BHOE BAATCHIE JleMOHCTpHUpYeT JOCTaTOYHO JleMoHCTpUpYeT ycTOHYIH-
ILTHHAPHOI® TOXOA0B OtTcyT- | BIAJCHHE HABbLIKAMU peuie- H(IKEIK(ZMM CMaHOADIHBLL YCTOHYMBOE BIIAJICHUE HABLIKAMU | BOE BIAJCHUE HABLIKAMU
J 17 P —————— CTBHE HUA ~ CMAHOApmMHbIX 34044 sa0a4 npo d)eccuOHPt; bHOi pewienus cmaHOapmHuvIxX 3a0ay pewenus CmaHoapmHux
a Hagbl WeHUs CIaH- N g 7 N .
dapmubie saday ogecc oHATLHOT BIAJie- | npogeccuoHanvbHoll Oesimens- Oeﬂmeﬂf socmu, JlomycKaeT npogeccuoHanbHol OesmenbHo- 3a0au npopeccuonarbHoll
HbIX 30004 1, UOHATILHOU N )
P P HUI Hocmu. JlomycKaeT MHOXe- Y cmu. JlomycKaeT OT/eNbHbIe He- Oessmenvrocmu. He nomyc-
0esimenbHOCIU Ha 0CHO8e UHpopMma- JIOCTaTOYHO CEPhE3HBIE
. CTBEHHBIE IpyObIe OMIMOKN. rpyOble OmmoOKy. KaeT OMMNOOK.
YUOHHOUL KYIbMYPbl ¢ NPUMEHEHUEM OLINOKK
UHGDOKOMMYHUKAYUOHHBIX MEXHONO-
2ull.
Bnaoeem nasvikamu pewenus ne- E€MOHCTPHPYET YIOBIIe- .
CMAHOADIHbL 3G dauz cepe sawumol JleMOHCTpUpYyeT  4YacTHUYHOE ﬁao HTe;iH%}é BJ'I};JICHI/IG JleMoHCTpUpYET 10CTAaTOUHO JleMoHCcTpUpYET yCcTOWYH-
wncho ‘Z il ¢ vaemont oclzj oemizc OtTcyT- | BIAJCHHE HABbLIKAMU peule- H(Z@E QML DEULCHLSL He YCTOHYNBOE BIIAJICHUE HABLIKAMU | BOE BIAJCHUE HABLIKAMU
A ./ -
e 6€ eanuuﬁ MHJ(})O M; sonoil Ges CTBUE | HUA HeCmamoapmuvl 3404y cmanda mi b1 30004 NP peuienus HeCmanOapmuul 3a0ay peulenuss HeCmaHOapmHol
onp acHoCIL pyay BIazie- | npogeccuonanvhol Oesmenb- d)eccu05 oo Oeﬂmgz . npogheccuoHanbHOU 0essmenbHO- 3a0ay npogpeccuonanvhoil
’ HUH Hocmu. JlomyckaeT MHOXe- i cmu. Jlomyckaer oTJeNbHbIe He- desmenvHocmu. He nomyc-
Hocmu. Jlommyckaer gocTa-
CTBEHHBIE IpyObIe OMINOKY. rpyOble OIIMOKH. KaeT OMNOOK.
TOYHO CEPhE3HBIC OLIHOKH
YK-1.5. CTpouT cueHapuu peajiu- 0 6 VY 10BIE€TBOPUTETHHO b 6
€ 3HACT WJIH CJ1a00 3HACT CMOHCTPUPYECT CBOOO/-
3alMH CTPATETHH, ONpe/e/1ss1 BO3- 9 3HAET OCHOGHbBIE MEMOObl Xopo1Io 3HAET ocHOBHbIE Me- pHpy A
OCHOBHbIE MeMOObL OYEHKU U HbI€ U YBEPEHHbIC 3HAHUS
MO3KHbIC€ PUCKH H Npe/lIarast myTH Ortevr NDEOOMEDACHIL MZZKOG OYeHKU U Npedomepawjerus | moosl OYeHKU U npedomaepauye- € 1 yBepe 5 ¢ 3Ha
MX yCTpaHeHUs Y Z N cp e:4a uegp cuLenst PUCKO8 PA3HBIX CYeHapues HUSL PUCKOE PA3HBIX CYeHapues OCHOG(;iblx Memooo6 OyeHKU
CTBHUE 3 K
3naem ocrogHble Memoobl OYeHKu u . Z o qbeccz?oya/lz) belf saoay pewenus npogheccuoHanb- peutenis npogeccuonanbHuIX U npeoomspaenili puckoe
npeoomepayeHiis pUCKO8 PASHBIX 3HaHuW | P : Hoix 3a0ay. JJOIMycKaeT 3aday. JIOTyCKaeT OTaepHpIe | P4HoR cyenapues p ,em;Huﬂ
cyenapues pewienus npogeccuonans- Jonyckaer MHOKECTBEH- JIOCTATOUHO Cepbe3Hbie Herpy6bie ouHGK npogpeccuoHanbHix 3a0au.
HbIX 300a4. HBIE TPYOBIC OMINOKH. : He nomyckaet omuoox.
OIINOKH.
Bnaoeem mexnuueckumu cpedcmsamu JleMOHCTpHpYeT  HacTHHHO® JleMoHCTpUpYeT yIoBie-
U Memooamu 3awumsl UHGoOpMayuu. Orevr BJ'[aHCHI/Iep py mexiueciuy | TEOPATEIbHOE BasieHue JleMOHCTpUpYET J0CTaTOYHO JleMoHCTpUpYeT ycTOoHYH-
Y MexHUYecKuMu cpeocmsa- YCTOWYMBOE BIIAJICHUE MEeXHUYe- BOE BIIAJICHUE /MeXHUYeCKU-
CTBHE cpeocmeamu U Memooamu
MU U MEemoOamu 3auumal CKUMU CPEOCMEAMU U MEMOOaMu | MU cpeoCmeamu u Memooa-
BIaNe- | saugumel ungopyayuu. Jlo- unpopmayuu. Jlomyckaer sawumul ungpopmayuu. JIonycka- | mu 3auumsl uHgopmayuu
Huit ITyCKaeT MHOXXECTBEHHBIE prantiL. Y “ prranuLs. 0Ty “ pAralLL.
Gh1c OGN JIOCTaTOYHO CePhE3HBIE €T OTIeNbHBIe HerpyOble ommoOkn. | He momyckaeTr ommooK.
Py ) OIIOKH
Braoeem memooamu npumenenus E€MOHCTPHPYET yI0BJIC- .
Kpunmozpaguecku cp COCIE UL JIeMOHCTpHUPYET YaCTHIHOE flso meni HI:) }é BH};HGHI/IS JIeMOHCTpHUPYET JOCTATOYHO JleMOHCTpHUpYET yCTOWYH-
nfb L ungp 5 QL P “ Ot1cyT- | BlameHHe mMemooamu npume- MeWIt)o SN NDUMEHEH IS yCTOHYMBOE BIIaJICHHE Memodamy | BOE BIaJCHUE Memodamu
N .
pMaY CTBUE | HeHus Kpunmoepaghuyeckux CUIMOSDA d’lZi qJeCKux npUMeHeHUs Kpunmozpaguye- npUMeHeHUs. Kpunmozpagu-
BIaLie- | cpedcme 3auumvl uHGopma- cp . dcm@pa avgumt wicho CKUX CpeOcme 3auumul UH@op- YeCKUX cpeocmes 3auumol
HUM yuu. Jlommyckaer MHOXe- P “ P Mmayuu. JIomycKaeT OTAeIbHbIE ungopmayuu. He nomycka-
Mmayuu. JIomyckaer qocra-
CTBEHHBIE IPyObIe OLINOKH. HerpyOble OIINOKH. eT OLINOOK.
TOYHO CEPbEe3HBIE OLIHOKH
YK-1.6. Ucnoab3yer JIOTHKO-
Memnommqemzﬁ UHCTpyMeHTa Orcyr- He 3naer wiu cnabo 3Haer, | Y IOBIETBOPHTEIHLHO Xopo1o 3HaeT, kak gopmyiu- HemoncTpHpyeT cBO6OA-
pHii 1% KpETHICCKOH oue);nm co- creme | K9K dopmynupoeams pasnuy- | 3HAET, KAK GOPMYAUPO- POBamMb paziuyHble CyeHapuu HBIE U YBEPEHHBIE 3HA-
. . | nwie cyenapuu cmpamezuu cmpamezuu peuteHus npoonem-
BpeMeHHBIX KoHUenuuii punocod- | 3ganmit yenap P 6amy pasnutiele cyenapuu P P P HUSA, Kak hopmynuposans

CKOI'o Xapakrtepa B cBoeil npeamer-

pewienus npobaemMHol cumy-

cmpamecuu peuleHusl npo-

nou cumyayuu. JIomyckaer oT-

pasiudrnsle cyeHapuu
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HOIi 00J1acTH

3naem, kax popmynuposame pasiuu-
Hble CYeHapuu cmpamezuu peueHus
npoobIeMHOU cumyayui.

ayuu. JIOoTyCcKaeT MHOXKe-
CTBEHHBIE IpyObIe OLIHO-
KH.

onemuou cumyayuu. J1o-
IIyCKaeT JI0CTaTOYHO
CEpPhE3HBIC OLITHOKH.

JIeNIbHbIe HerpyOble OLTHOKH.

cmpamezuu peweHus npo-
oremnou cumyayuu. He
JIOITyCKAEeT OIIMOOK.

3uaem, kax oyenueamv 00CMOUHCMEA,
He0oCmamxu U pUcKu pasiuitblx cye-
Hapuee cmpamezuu peuieHus npo-
bremHoll cumyayuu.

OtcyT-
CTBHE
3HAHUHA

He 3naer nnu cnabo 3Haer,
KAaK oyeHueams 00CmMOouH-
cmea, HedOCMAaMKU U PUCKU
pasnuunblx cyenapues. J10-
MyCKaeT MHOKECTBEHHBIE
rpyObIe OMUOKH.

Y 10BIETBOPUTEIIBHO
3HAET, KaK OYeHUBAMb
00CMOUHCMEA, HedoCmam-
KU U PUCKU PA3TUYHBIX CYe-
Hapues. Jlonmyckaer no-
CTaTOYHO CCPLE3HBIC
OIIMOKH.

XOpOoLIOo 3HAET, KaK oyeHusams
00CmouHcmaea, HedoCMamKu u
PUCKU PA3TUYHBIX CYEHAPUES.
Jlomyckaer OTaeNbHbBIE HETPY-
ObIe OIIHOKH.

JemoHCcTpHpyeT cBOOOI-
HBIC U YBEPEHHBIC 3Ha-
HWA, Kak oyeHusams 0o-
CMmouHcmeda, HedoCmamKu u
PUCKU pA3TUYHBLX CYEeHapU-
e6. He nomyckaer omu-
OOK.
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3aganus 11 CAMOCTOATEILHOM Pad0ThI

TeMarnka NpakTUYECKUX 3aHITUN

Tpyno-
€MKOCTD
(B yacax)

N3y4eHne OCHOBHBIX KauecTB MHGOpMAIIUU U UH(POPMALIMOHHBIX CHCTEM
C TOYKH 3pEHHUS 3aIUTH HHPOpMAaIiK. AHAIH3 YIPo3 OE30MaCHOCTH B KOMITh-
IOTEPHBIX ceTsAX. BpenoHocHoe mporpaMMHoe obecreueHue.

3akperuieHue OCHOBHBIX CBEIECHHUH MO YPOBHSM 3alUTHl HHPOPMALUU U
COOTBETCTBYIOIIME TpeOOBaHUSA K MH(DOPMALIMOHHBIM CHCTEMaM U TEXHOJOTHU-
aM. Poccuiickue cranmaptel. Ctanaapt «Kpurepuu oneHku 0€30macHOCTH MH-
dopmanmonnsix TexHojoruin» 'OCT P UCO/MOK 15408. MexayHapoaHbie
crangaptel Ub. Crangapter ISO/IEC 17799:2002. MexxyHapoIHBINH CTaHAAPT
ISO 15408. HopmaruBHO-mipaBoBast 0a3a HMHQOPMAIIMOHHON O0€30MacHOCTH
Poccun.

3akperieHue OCHOBHBIX CBEJIEHHUH MO KOMILJIEKCHOM 3amuTe uHpopMma-
uu KUC. Texunonorus MHTEepHET/MHTpaHeT. Pasrpanndenue nqoctyna K pecyp-
cam. YUeTbIpe ypOBHS 3alUThI: LIEHTPATU30BAHHOTO YIIPABICHUS, MPUTIOKEHUI
U COOTBETCTBYIOIIMX CEPBEPOB, CETH, KOHEUHBIX IoOJib3oBareneil. M3yuenue
ME)KCETEBBIX IKPAHOB.

W3ydeHne THIIOB MOJENIel «00Ja9HbIX» BEIYUCICHUH. APXUTEKTypa «00-
JIQ4YHOI CUCTEMBL.

Knaccudukanus yrpo3 6e3omacaoctu OC. IMonstue 3amuménnoin OC.
OcHoBuble QyHkmu noacuctemsl 3amutel OC. B kadecTBe mpumepa paccMart-
puBaetcsi obecnieuenue 6e3onacHoctu OC Windows.

N3yueHne CMMMETPUYHBIX U aCUMMETPUYHBIX CHCTEM IU(PPOBAHHUS.

Cummerpuusblie cuctemMbl. Anroput™m mudposanus DES u ero moaudu-
kaius. Cranpapt mudposanus ['OCT 28147-89. Uerblpe pexxuma pabOThI
I'OCT 28147-89: mpocrtas 3ameHa, raMMHUPOBaHUE, TAMMHUPOBAaHUE C OOPAaTHOM
CBSI3bI0 U TeHepalus uMuTonpucraBok. Cranaapt mmdposanus AES.

AcuMMeTpUYHBIE CHCTEMBbI. PaccMOTpeHue airopuTMOB C OTKPBITHIM
kmouoM: RSA, anroputm [Iuddu-Xennmana, anroputm nb-I'amans. Omnuca-
HUE KaXJI0T0 U3 AJITOPUTMOB COMPOBOKIAETCS MOAPOOHBIM IPUMEPOM.

Jlna anroputmMa RSA m3y4aroTcsi OCHOBHBIE IOJIOXKEHUS TEOPUH YHCED,
HCIOJIb3yEMbIE B KpUNITOIPaUU ¢ OTKPHITHIM KIFOUOM.

HccnenoBanue anropurMa RSA ¢ momonipio cnenuanbHOM NpOorpaMMsl.

20

Uzyuenne pynkumii xemmponanuss SHA u MDS. OteuecTBeHHBIN CTaH-
napt it xem-gynkuuit — OCT P34.11-94.

HccnenoBanme 0CHOBHBIX Tpolieyp mudpoBoi moAnucu: hopmMupoBaHue
U(POBON MOAMUCH M MpoBepKa HU(POBOI MOANMCH. AJNTOPUTMBI LU(POBOIMA
noanucu DSA, RSA, TOCT P34.10-94. Paccmotpenne mpuMepoB CO3JTaHHE
1 poBOY NOJAMHMCH HA OCHOBE Pa3IMYHBIX AJITOPUTMOB.

14

3akpernieHue OCHOBHBIX MOHSATHH: WIEHTHU(PUKALUSA, ayTeHTUQHUKAIUSI U
aBTOpH3alMs TOJb30BaTeNsd. PaccMOTpeHHE pa3MUYHBIX BapUAHTOB AyTEHTH-
¢buKaunu: OAHOCTOPOHHSS C HCIOIb30BAaHUEM METOK BPEMEHH, OJTHOCTOPOHHSS
C MCIIOJIb30BAaHUEM CITyYallHBIX YHCEN U ABYCTOPOHHSS ayTCHTU(DHUKALIHSL.

JlokanpHbIe ceTr: 6€30MacHOCTh, pemeHne mpobiem, noieznoe [10 (ana-
JIN3 HECKOJIBKUX IIPOrpamMMm).

KBaHTOBBIE METO/IbI 3AIIUTHI HH(OPMALIHH.

Hroro:

60
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HccnenoBanue anropurma RSA

CryzaeHTaM npeyIokKeHa mporpamMma, coiepkamiasi GyHKIIH:

- HaxOXIIEHHUS Mapbl CBSI3aHHBIX (OTKPBITOTO M 3aKPHITOTO) KITFOYEH,
- mmdpoBanus ¢aiina,

- pemmdpoBanus daiia,

- TIPOBEPKU pe3yibTara.

[Tporpamma umeeT uHTEpPEC IS HCCICTOBAHUS:

wsu RSA Algerithm (EC-1 Metwork Security Assignmet)

ey Generation Details

Generate keys [v Prime #1 Prime # pair {19,17}...
'm' 1s 323

19 Value of
Public Key, KU = {e, n} Private Key, KR = {d, n} Integer 'e' is 5

Value of "d' is 173
{5,323} (173, 323} et Public key KU-(5, 323

Private key ER=[173, 323}
Ercr Dt Decr pt
¥ |

Mates. ..

L R R R

Comparing text files...

file 1: E:\__ TRNK 27 12 2020\MamscrpaTypa‘\Nikita\Kulman\rsa bb src02\R5R\Debugl.txt
file 2: E:N__ TRNE 27 12 2020\Marmcrparypa‘Nikita\Kulman‘rsa bk src02\RSR\Dsbug\l.enc
File Compare in progress...

RESULT: Both the files has matching data...

4

Cloze "Window ‘ Compare Files Abstract

®parMeHTHl IPOrpamm:

[lTudpoBanue

CString filter;
filter = "All Files (*.*) |*.*||";
CFileDialog dlgFI

(
true,
".bin",
NULL,
OFN_HIDEREADONLY,
filter

)

dlgFI.m_ofn.lpstrTitle = "Select a file to encrypt using RSA algorithm";
dlgFI.m_ofn.Flags |= OFN_OVERWRITEPROMPT;
if (dlgFI.DoModal() != IDOK)

return;

m_inFPName_to_encrypt=dlgFI.GetFileName(); //in-file name
DumpNotes(CString("\n"));

filter.Format (" \n****'9%g  ****x" 'y jnFPName_to_encrypt);
DumpNotes(filter);

m_inFPName_to_encrypt=d1gFI.GetPathName(); //in-file path name
CString opFName=m_inFPName_to_encrypt;
ChangeFileExtension(opFName, "enc");

/17

filter.Format("\nEncrypting file: %s",m_inFPName_to_encrypt);
DumpNotes(filter);

filter.Format("\nSaving to file: %s",opFName);
DumpNotes(filter);
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Encrypt(m_inFPName_to_encrypt,opFName);

)5

} Ur.n.
Jlemudposanue
CString filter;
filter = "Encrypted files (*.enc) |*.enc]||";
CFileDialog dlgFI
(
true,
".bin",
NULL,
OFN_HIDEREADONLY,
filter

dlgFI.m_ofn.lpstrTitle = "Select a file to decrypt using RSA algorithm";

dlgFI.m_ofn.Flags |= OFN_OVERWRITEPROMPT;
if (dlgFI.DoModal() != IDOK)
return;

m_inFPName_to_decrypt=dlgFI.GetFileName(); //in-file name

DumpNotes(CString("\n"));

filter.Format (" \n****'gg"¥***" 'y jnFPName_to_decrypt);

DumpNotes(filter);

m_inFPName_to_decrypt=dlgFI.GetPathName(); //in-file path name

CString opFName=m_inFPName_to_decrypt;
ChangeFileExtension(opFName, "dec");

/17

filter.Format("\nDecrypting file: %s",m_inFPName_to_decrypt);

DumpNotes(filter);

filter.Format("\nSaving to file: %s",opFName);

DumpNotes(filter);
Decrypt(m_inFPName_to_decrypt,opFName);
hnr.a.

JJIeKTPOHHASA NOANUCH

Dnekmponuoil (yugposoii) noonucwro (L)
Ha3bIBaeTCS MPUCOEAUHIEMOE K TEKCTY e€ KpHII-
Torpaduieckoe npeoodpazoBaHue, KOTOPOE Mo3-
BOJISICT TIPU TIOJYYSHUH TEKCTA IPYTHM I0JIb30-
BaTeJEeM NpPOGepUns A8MopCcmeo U NOOJUHHOCTb
(nHeusmennocms) coodbwenust. CaM TEKCT HE
nmppyercs. DI gaércs B HamoroBoii ciryxoe.

K 3OUII npenbsBustoTcs 1Ba OCHOBHBIX Tpe-
OoBaHUs:

1. JIerkocTh MPOBEPKH MOAJTUHHOCTH MOAIKCH;
2. BpicoKkast CIOXHOCTh TOJICTKH TIOTHCH.

PaccMoTpuM MexaHH3M ITOMINCH.

Tak Kak MOANUCH T0JDKHA UMETh CTaHIapTHBIC
pasMepsl, a TEKCT MOXKET ObITh TIOAIMCAH JII000H,
TIPH CO3JaHHUU TIOJIITUCH UCTIONB3YIOT TaK Ha3hIBa-
eMyr0 QYHKIHIO XemupoBaHus H().

3navyenue H() A 1000ro yHUKaaIbHOTO MacCHBa
JAHHBIX TaK )K€ YHUKAJIBHO U HE TI03BOJISIET BOC-
CTaHOBHTb CXOJIHBIC JaHHBIE.

[Noanucanue MPOUCXOAUT CIEIYIONIM 00pa-
30M: JUI JaHHBIX BBIYUCIISIETCS 3HAUYCHHUE XEIlI-
byukunu h=H(M),
rae M — coobmenue, 3aTeM 3T0 3Ha4YeHue mud-
PYETCsl ¢ IOMOIIBIO 3aKPBITOTO Kitova s=f{h, k).

3unavenue s u Oynet apustbes DI ans co-
obmenust M. Jlnst IpOBEPKH MOAMNUCH POU3BO-
JSTCA CIIEAYIOIINE BEIYUCIICHHS: BEIYUCISETCS
3HAUYeHHUE Xel-(PyHKIMU A1 COOOLIeHUS
h=H(M), mocine 4ero ¢ ImoMOIIbI0 OTKPBITOTO
KITI04a pacimupoBbIBACTCS 3HAUCHHE §
h’=F(s,K).

Ecmu A’ = h, To monnuce BepHa. B mpotus-
HOM clTydae BO3MOXHBI 2 BAPHAHTA: UCTIOJIB30-
BaJICS HEBEPHBII OTKPBITHIN KIItOY (TO €CTh, aB-
TOPCTBO HE OTPEIEIICHO) WIN COOOIIeHNE OBLIO
HCKa)KEHO.
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Uto6s1 He O6bu10 ToaMeHb! DI HeoOxoquM cepTU(hUKAT yIOCTOBEPSIONUX IEHTPOB. T020a ¢ co-
obuenuem nepedaemcs He moabko NOONUCH, HO U cepmugpuram, YOoCcmogepaouull eé.

Moanucanne MNMpoBepka

Hycamme 101100110101
j\l/ Xeuws (h) -
A

Lanusie (M)
m_, MNognucakxHble gaHHble
mm\
5
@ionono] i
Cepmquar Moanucek(s) Oannbie (M)

\s------- /—J
u
Cansp-
B3 C

o 101100110101 S 101100110101

Xew (h) Xew (h)

®
AN

MoanucaHHsle AdHHble
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Iudp Le3aps (3anporpaMMHupoBaTh)

[TpaBuiia mmdpoBaHUs TOIKHBI OBITH BEIOPAHBI
TaK, 4TOOBI 32K (PPOBaHHOE COOOIICHHE MOYKHO
ObUT0 pacuppoBaTh.

Hlugp lezaps — 310 criocob mudpoBaHUs UH-
dbopMaruu, B KOTOPOM Kaxaast 0yKBa TEKCTOBOTO
COOOIIIECHUS 3aMEHSIETCS Apyroi OyKBo andaBuTa
TOTO sI3bIKa, HA KOTOPOM HAITUCaH TEKCT, TOJIBKO CO
«CIIBUTOM» BIIPABO MJIM BIIEBO 1O ayihaBUTHOMY
Koublly. Hanmpumep, nocnennss OykBa pyccKoro
andaBuTa «s» 3aMEHSETCs epBOW OyKBOH andaBu-
Ta «a».

E0000600C00000
O “
(76 CXEMA AT KOOA IIE3APSI p — \HJ

KOIAHUPOBAHHE NS o

fwwwuwyddyquy

UIughp L]e3aps O6bU1 IpUAYMaH KaK CIIocoo
muGpoBaHUs COOOIIECHUS, YTOOBI IMTOTYYUTh
UH(POPMAIIHIO U3 ITOTO COOOIEHHUS MOT
TOJILKO TOT, KOMY OHO OBLIO HAaIpaBJICHO.
[Toy4arens cooOIIeHHS TOKEH ObLT UMETh
CXeMy JCKOJUPOBAHUS — «KITFOW.
Hanpumep, cooOuienue «Bécéouma!»
MOXHO pacmudpoBaTh Kak: «bepeaucey

&
Q’
(_.
)
@)
(=)
L;
(_ f
(=)
=)
Q:
Q)
&

i 30
‘i[/‘ X CXEMA JIASI KOJIA ITE3APSI \l:l/
;\l»()_) JEKOIHPOBAHHE t‘g.. &
'UUJW&@UJJU' (r)

10.

11.@

12.

HopmaTuBHo-npaBoBasi 0a3a uHGOPMALMOHHOM 0€30IACHOCTH
(C caitma HopmatvsHo-npasosas 6a3a uHdopmaLmoHHoii 6esonacHocTu | DocShell 4.0)

Q Koucrutymus Poccuiickoit @enepanyu

Oenepanbhbiii 3aKoH oT 19 gekabps 2005 r. Ne 160-®3 «O parudukanuu Konsennuu Cosera
EBpomsl 0 3ammre GU3NUECKUX JINI] TPU aBTOMATU3UPOBAHHOW 00pabOTKe MEPCOHAIBHBIX JaHHBIX)

®DenepanbHbiii 3ak0H 0T 27 ntoist 2006 r. N 149-03 «O6 undopmannu, HHGOPMALUOHHBIX TEX-

HOJIOTHSIX U O 3allIUTe HHPOPMAITUIDY

@ Tpynosoii kogexc Poccutickoit @eneparmu ot 30 gexadpst 2001 . Ne 197-D3

Denepanbubiii 3aK0H oT 6 anpenst 2011 r. Ne 63-D3 «O0 371eKTPOHHON HOATIUCH»

®enepanbHblil 3aKk0H oT 7 Masg 2013 r. Ne 99-03 «O BHeceHUH U3MEHEHUHN B OTIENIbHBIC 3aKO-
HoJlaTelbHbIe akThl Poccuiickoit dexepannu B ¢Bs3U ¢ npuHATHEM (enepanbHoro 3akoHa «O paTtu-
¢ukanuu Konsenrnmu Cosera EBponsl O 3anuTe Gpu3MYecKux JIUI TPH aBTOMATH3UPOBAHHOM 00pa-
00TKe NIEPCOHATIBHBIX JJAaHHBIX» U (peepanbHoro 3akoHa «O MepCOHANIBHBIX JaHHBIX)

®epnepanbHblil 3ak0H 0T 27 utoiist 2006 r. Ne 152-D3 «O nepcoHaNbHBIX TaHHBIX)»

Vxa3 Ilpesunenta Poccuiickoit @enepaumu ot 17 mapra 2008 roga N 351 «O mepax no obecrie-

YeHUI0 MH(pOpMaIMOHHON Oe3omacHocT Poccuiickoit deneparyu npu MCmoib30BaHUM HH(DOpMa-
LHUOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETeH MEKAYHAPOJHOTO HH(POPMALIMOHHOTO OOMEHa

@ Vka3 IIpesunenta Poccuiickoit ®@eneparmu ot 30 mast 2005 roga N 609 «O6 yreepxxaeanu [lo-
JIOKEHHUS 0 TIEPCOHANBHBIX JaHHBIX TOCYAapCTBEHHOTO IPaKJaHCKOro ciyxamiero Poccuiickoit de-
Jepaliy ¥ BeACHUHN €T0 JIMYHOTO Jea

@ Va3 Ilpesunenta Poccuiickoii @enepanuu ot 6 mapra 1997 rona N 188 «O0 yrBepxaenuu me-
pedHs cBeJleHnH KOH(QUISHIIHATBHOTO XapaKTepa

Pacniopsoxenne IIpesnaenta Poccuiickoit @enepammu ot 10 mrona 2001 roma Ne 366-pm «O
noanucannu KoHBeHIMM 0 3amuTe (U3NYECKUX JIML MIPH aBTOMAaTU3MPOBAaHHOK 00paboTKe mepco-
HAJIbHBIX JTAHHBIX)

(!) [locranosnenue IlpaButensctBa Poccuiickoit ®enepaunu ot 13 wmrons 2012 r. N 584 «O6
YTBEPXKICHUH MOJI0KEHHS O 3alIUTe HHGOPMALNH B IIATEKHOM CHCTEME
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http://ivo.garant.ru/#/document/10103000/paragraph/14366:2
http://ivo.garant.ru/#/document/12143756/paragraph/1:4
http://ivo.garant.ru/#/document/12148555/paragraph/3471:6
http://ivo.garant.ru/#/document/12125268/paragraph/6963504:8
http://ivo.garant.ru/#/document/12184522/paragraph/455:10
http://ivo.garant.ru/#/document/70373088/paragraph/1:12
http://ivo.garant.ru/#/document/12148567/paragraph/24880:14
http://ivo.garant.ru/#/document/192944/paragraph/8911:16
http://ivo.garant.ru/#/document/188234/paragraph/8935:18
http://ivo.garant.ru/#/document/10200083/paragraph/8885:20
http://kremlin.ru/acts/bank/17159/print
http://ivo.garant.ru/#/document/70189962/paragraph/1:23

13

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Q)HOCT&HOBJ‘ICHI/IG [IpaButensctBa Poccuiickoit @enepanun ot 21 mapra 2012 1. N 211 «O6
YTBEP)KICHUU NEepedHs] Mep, HANpPaBJICHHBIX Ha oOeclieueHHe BBHIOJIHEHUS 00sS3aHHOCTEH, Mpeay-
cMoTpeHHbIX DenepanbHbIM 3aKOHOM «O MEePCOHATBHBIX TaHHBIX)

@HOCTaHOBHeHI/Ie [IpaButenscTBa Poccmiickoit @enepanmu ot 4 mapta 2010 . N 125 «O me-
pEYHE TIEPCOHAIBHBIX JIAHHBIX, 3aIMChIBAEMBIX Ha 3JICKTPOHHBIC HOCUTENN WH(OPMAIUH, COJIepHkKa-
1IMecss B OCHOBHBIX JOKYMEHTAaX, YIOCTOBEPSIOUIUMX JUYHOCTh Tpaxknanuna Poccuiickoit denepa-
LMY, 0 KOTOpbIM rpaxkaane Poccuiickoii denepanuu oCylecTBISIOT Bble3q u3 Poccuiickoil Dene-
pauuu ¥ Bbe3a B Poccutickyro @enepanoy

(D ITocranosnenne [IpaBurenscTBa Poccuiickoit deneparuu ot 15 centsops 2008 . Ne 687 «O06
yTrBepxaeHnu [lookeHns 00 0COOCHHOCTSIX 00pabOTKH MEPCOHATBHBIX JAHHBIX, OCYIICCTBISEMON
03 UCTIOBb30BaHMs CPECTB aBTOMATH3AIHID

@ INocranoenenue IlpaButenscrBa Poccuiickoii @eaepanuu ot 6 urons 2008 r. Ne 512 «O06
YTBEPIKICHUU TPEOOBAaHUI K MaTepHAIbHBIM HOCHTEISIM OHOMETPHUYCSCKUX MIEPCOHATBHBIX JaHHBIX U
TEXHOJIOTHSM XPaHEHUS TaKHMX JAaHHBIX BHE MH(DOPMAIMOHHBIX CUCTEM NIEPCOHATBHBIX TAHHBIX)

(DHOCTaHOBJ'IeHI/Ie IIpaBurennscTBa Poccutickoii @eaepanuu ot 12 mekadbps 2005 r. N 756 «O
npencrasinenuu lIpesunenty Poccuiickoit denepaiyy npeiokeHuss 0 MOANUCAHUU JOMOITHUTENb-
Horo mpoTtokoia kK Kouseniuu Cosera EBpomnsr 0 3amure pu3mdeckux JHIl MPH aBTOMAaTH3UPOBAH-
HOM 00paboTKe TIepCOHATBHBIX JAHHBIX, KaCAIOMIerocsl HaOII0IaTEbHBIX OPTaHOB M TPAHCTPaHUY-
HOW Iepeayn JaHHbBIX»

@ INocranornenue IIpaButenncTBa Poccuiickori denepanuu ot 3 Hos0ps 1994 r. Ne 1233 «O0
yTBepkIcHUN [1oNOXKEHHsI O TMOPSAKE OOpaleHus CO CIIYKeOHOW WH(OpMAaIUeld OrpaHHYCHHOTO
pacnpocTpaHeHus B hefepanbHbIX OpraHax UCIOTHUTEILHON BIIACTID

(D IToctanosnenne IlpaButensctBa PD ot 1 mHosOpst 2012 1. Ne 1119 «O06 yTBepxkaeHnn TpedboBa-
HUM K 3alUTe MEePCOHAJbHBIX JAHHBIX MPHU MX 00paboTke B MH(POPMAIMOHHBIX CHCTEMax Iepco-
HaJIbHBIX JAaHHBIX))

@ Pacnopsoxenne [lpaButensctBa Poccuiickoit deneparuu ot 15 aBrycra 2007 1. Ne 1055-p «O
IUTaHEe MOJATOTOBKH MPOEKTOB HOPMATHUBHBIX AKTOB, HEOOXOAMMBIX Ul peanusanuu deepaibHOro
3akoHa «O MepCOHANBHBIX JaHHBIX)

Pacnopspxenne IlpaBurenscrsa PO ot 30 urons 2018 r. Ne 1322-p «O06 yrBepkaeHUu GOpMBI
cornacus Ha 00pabOTKy MepCOHATIBHBIX JTAHHBIX, HEOOXOJUMBIX JUISl PETHCTPaly rpaxaaHuHa PD
B €MHOW cUCTeME MICHTU(HUKALMK U ayTCHTU(HUKALUHU, U WHBIX CBEACHHUM, €CIIM TaKHE CBEIEHHS
PeayCMOTpEHB! (eiepabHbIMU 3aKOHAMHU B YKA3aHHOM cHCTeMe, 1 OMOMETPHUYECKHX IePCOHAIIb-
HBIX JJAHHBIX TpaxkaaHuHa P® B enuHO¥M MHPOPMAIIMOHHON CHCTEME MEPCOHANIBHBIX JaHHBIX, 00eC-
nevnBaroieid 06padoTKy, BKItoYas cOop U XpaHeHHe OMOMETPUIECKUX TTePCOHATBHBIX JTAaHHBIX, UX
MIPOBEPKY M mepeady WHPOPMalUK O CTENEHH UX COOTBETCTBHS IIPEJOCTABICHHBIM OHMOMETpHYe-
CKHM IIEpCOHAJIBHBIM JIAHHBIM I'paxaaHuHa PDy»

IIpuka3 MunncTepcTBa CBA3M U MacCOBBIX KOMMYyHUKanuil Poccuiickoit @enepaunu ot 14 HO-
a6pst 2011 1. N 312 «O6 yrBepkaeHnu AIMUHUCTPATHBHOTO peryiaMeHTa ucroimHeHust deaepanb-
HOM CiTy>k00H 10 Ha/A30py B cdepe CBsI3H, NHPOPMALMOHHBIX TEXHOJIOTHIA U MacCOBBIX KOMMYHHKA-
LU rocy1apCTBEHHOM (PyHKIIMU MO OCYIIECTBICHHUIO FOCYJApCTBEHHOIO KOHTPOIIA (Hau30pa) 3a co-
OTBETCTBHEM OOpa0OTKU MEPCOHATBHBIX JAaHHBIX TPEOOBAHUSAM 3aKOHOJATEILCTBA POCCUHCKOMN (he-
Jepaiuy B 00JacTH MEPCOHANBHBIX TaHHBIX)

@ IIpuka3z ®CB Poccuun u ®CTIK Poccun ot 31.08.2010 Ne 416/489 «OO6 yTBepkIecHHN TpeOOBa-
HUH 0 3ammTe HHPOPMAIIMH, COJepKaIIeHCs B MTH()OPMAaIMOHHBIX CUCTEMaX OOIIETO IMOIb30BaHUSD)

(!) [locranoBnenue Llentpansaoil nzduparensHoit komuccuu PO ot 3 Hostopsa 2003 r. N 49/463-4
«O Tlepeyne nepcoHaNBHBIX JAHHBIX U HHON KOH(MWICHIIMAIBHON HHpOpMaLuK, 00padaTkiBaeMoii B
KOMIUIEKCAX CpEeJICTB aBTOMaru3aluu ['ocyJapCcTBEHHOM aBTOMAaTU3WPOBAHHOW cucTeMbl Poccuii-
ckoii denepannu «BeIOOpB» M OpraHu3aniy JOCTyIa K ’TUM CBEICHUIM

@ IIpukaz ®CTOK Poccuu ot 18 derpans 2013 r. N 21 «O6 yrepxkaenun CoctaBa B COAEpKa-
HUS OPTaHU3ANUOHHBIX U TEXHUYECKHUX MEp 10 00eCieueHUI0 0€30MaCHOCTH IMEPCOHAIBHBIX JTaHHBIX
pu UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMAaX IMEPCOHATBHBIX JIAHHBIX
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@ [Ipuka3 Pockomuanzopa ot 03 gexadps 2012 r. Ne 1255 «O06 yrBepxknenun [lonoxenus 06 06-
paboTKe W 3alIKTe MEePCOHAJBHBIX AAHHBIX B LIEHTpalbHOM anmapatre denepanbHON CIyx ObI 1O
Haza30py B cdepe CBsI3HU, HHPOPMALIMOHHBIX TEXHOJIOTHH U MaCCOBBIX KOMMYHUKAIMI

IIpuka3 Pockomuamzopa ot 29 oxTsa0ps 2014 1. Ne 152 «O BHeceHnn n3MeHeHH B mpruka3 De-
JepaIbHON CITyOBI 10 Haa30py B cdepe cBsA3H, HHOOPMAIMOHHBIX TEXHOJIOTHH U MacCOBBIX KOM-
MyHuKauii ot 15 mapra 2013 1. Ne 274 «O0 yTBep:KICHUU NepevHsl HHOCTPAHHBIX TOCYJapCTB, HE
sBIsromuxcs cropoHamu Kousentun Coseta EBporibl 0 3amuTe GU3NIECKIX JIHI PH aBTOMATH3U-
pOBaHHOM 00pabOTKe TIEPCOHATBHBIX MAHHBIX M 00SCIEUMBAIONINX aACKBATHYIO 3aIHUTY MPaB CyOh-
€KTOB NIEPCOHANIBHBIX JAHHBIX)

IIpuxa3 Pockomuanzopa ot 15 uronst 2017 r. Ne 105 «O BHecenun nzmenenuit B Ilepeuens nxo-
CTpPaHHBIX T'OCYAApCTB, He ABJromuxcs cropoHamMu Konsennuu Cosera EBpomnel o 3amute pusnye-
CKHUX JIUI] IPU aBTOMAaTH3MPOBAHHON 00pabOTKE NMEPCOHANBHBIX JAHHBIX U 00ECIIEYNBAIOLINX ATCK-
BaTHYIO 3alllUTY MPaB CyOBEKTOB MEPCOHAIBHBIX NTAHHBIX, YTBEPKACHHBIN MpukazoMm DenepanbHoOM
CITy>KOBI TI0 Haa30py B cpepe cBs3u, HHHOPMAIMOHHBIX TEXHOJIOTHH U MaCCOBBIX KOMMYHHUKAIMHA OT
15 mapta 2013 r. Ne 274y

[Tpuka3 Pockomuamzopa ot 30 mas 2017 1. Ne 94 «OO6 yTBepKIeHHUH METOIUICCKHX PEKOMEH-
Janyi Mo yBEAOMIICHHIO YIIOJTHOMOYEHHOI'O OpraHa o Hadajse 0O0pabOTKH MEPCOHAIBHBIX AAHHBIX U
0 BHECCHHMHU M3MCHCHMI B paHeC NPCACTABICHHBIC CBCICHUS

@ KonBenmust o 3amure (U3NUECKUX JIMI MPU aBTOMAaTH3MPOBaHHONH 0OpaboTKe mepcoHaIbHBIX
nauabix (CtpacOypr, 28 staBaps 1981 r.)

JIOTOMHUTENBHBIN MPOTOKOJI K KOHBEHIIMHK O 3alllUTE YACTHBIX JIUI[ B OTHOIIICHUH aBTOMATH3H-
poBaHHOU 00PabOTKHU JTAHHBIX JTMYHOTO XapaKTepa, O HaOII0AaTeIbHBIX OpraHax  TPAHCTPAHUIHOM
nepenade napopmarm»y ETS N 181 (CrpacOypr, 08 Hosi0ps 2001 r.)

HupextuBa EBpomneiickoro ITapmamenta u CoBera EBpomneiickoro Coroza 95/46/EC ot 24 okTs0-
pst 1995 r. o 3ammre puznyeckux JHIl TPH 00pabOTKE MMEPCOHANBHBIX JAHHBIX U O CBOOOJHOM 00-
palIeHNH TaKUX JAHHBIX

(!) Hupextusa EBponeiickoro Ilapnamenta n Cosera Eponeiickoro Coroza 2002/22/EC ot 7 map-
Ta 2002 r. 00 yHUBEpPCANBHBIX YCIIyTax U IpaBax IM0JIh30BaTE/IC B OTHOIICHUHU CETEH 3JICKTPOHHBIX
KOMMYHHUKaui u ycuyr (JupextiBa 00 yHUBEpCabHBIX YCITyTax)

HupektuBa Eppomnetickoro Ilapmamenta u Cosera Empomneiickoro Coroza 2002/58/EC ot 12
utonst 2002 r. B OTHOIICHUH 0OPa0OTKH MEPCOHANBHBIX JAHHBIX M 3alUThl KOHOUACHIMATHLHOCTH B
CEKTOPE AJICKTPOHHBIX CPeACTB CBA3M (JlupexThBa 0 KOHPUICHIUATHLHOCTH U BJIEKTPOHHBIX CPEJI-
CTBax CBSI3H)

[lepeyens ctpan, npucoeAnHUBIIMXCSA K KOHBEHIIMM 0 3amuTe (QU3NYECKUX JIMIl B OTHOIICHUU
aBTOMATHU3UPOBAHHOM 00paboTKK NaHHBIX JIn4HOTO Xapakrepa CETS Nel08
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CrtpykTypa opraHoB odecnevyeHusi 0€30MacCHOCTH HHPOPMALIMH

OpraHnzaums
CbbegMHeHHEX Hauwi .
en H MesayHapoaHs!iA
c
Coeet BeaonacHocTH YA
Q0OH
MpeanoeHT Pococuackon
®epepauyn — | Coset beaonacHocT
MUHHCTERCTES DCTIK, ©CE, MemBenoMCTEEHHAR %
W Gy Ok CEFR, ¢CO KoMHCCHA no MB =
Ia
28
Coser < PenepansHoe > MocygapcTeeHHaRA (=% §
denepaunm CobpaHue Oyma & =
g8
L ¥ - E
KomuTeT No Bonpocan KomuTer % £
BeaonacHocTH M 060poHs MpaeuTeNLCTED no Ge30NacHOCTI = g
Komuconn FPococuickon Komurer no e
N WHIPOPMAUMOHHOR Denepaumu WHDOPMALWMOHHOR EE
NoN|dTHES NoONUTHEE E
¥ Y g
T H
MexeenomcTeeHHaR . MuHucTepcTEa
KOMMWCCHA NO 38WWTE MOCTan b W CyxG
Komucoua no hegepansHod cBRIN

ITocne 3amycka moJlyduM KaTajor ¢ HEKOppeKTHbBIM nMeHeM LPT3, naxonsdmuiica B mamnke
AUTORUN.INF — oObr4aBIM CITOCOOOM €€ YK€ HE yAAJIUTh, & 3HAUYUT, BUPYC HE CMOXKET CO3/aTh
¢aiin autorun.inf, ocraBuuce He y aen! HenoctaTkoB XBaTaer u 'y 3TOTo crocooa.
Bo-nepBbix, pa3paboTYMKK HOBOTO BHpYyca MOTYT Bocnoib3oBaThesi UNC-mmyTsamMu 1 yia-
nenus ¢aino/nanok ¢ HekoppekTHbIM uMeHeM: \\J\AUTORUN.INF\LPT3. Jlupekroputo MOXx-
HO BOOOIIle HE ynaisaTh — a OeCHpensITCTBEHHO NepenMeHoBaTh: K npumepy, B AUTORUNL.INFI.
Jpyroit BOIIpoc, 4TO TaKOTO BHpYyca IOKa, ONATh XKe, HEMHOro. [ pa3 Mbl 3arOBOpUIIN O CO3JaHUU
BAT-¢aiina, To HanuieM yHUBEpCAIbHBIA CKPUNT, KOTOPBIM, MOMUMO IIPOYEro, OyaeT:

* yIansaTh MAarky, 3aMacKUpPOBaHHYIO MOJ KOp3UHY (Ha ¢uienike ee ObITh HE JOJDKHO), TIe
pacroJiararoT CBOM Teja MHOTHE 4epBH (B ToM uncie, Downadup), a Takke manky ¢ ¢aigamu Boc-
CTaHOBJICHUS CUCTEMBI;

v

Cpradel Be3nnacHoCTI

MUHWUCTEDCTE
H BEO0OMITE

Opratbl WCNONHWTENEHOA
BnacTi cybwexTor PO

O PradHe MECcTHOM

CAMOYNpaBneHla
MpeanpuaTia - Crywbl
M Opradyaaunm "| GeszonacHocTH

Cyasl, npokypaType

Oobecneuenune 0esonmacuoctu USB-HocuTe e
(«Xaxep» 03 /123/09)

Coznanum HecnoxHbid BAT-daiin co cnenyromum coaepkaHueM:
mkdir "\2\J\AUTORUN.INF\LPT3"

* co3naBath cucremMuyto manky AUTORUN.INF ¢ gupekropueit COM1 ;
* ¢ ynajeHueM Takoro ¢aina OynyT TpynHoctu qaxke mox NTES;
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* yaansaTh U 3amumiaTth desktop.ini, KOTOPBIA TaK)Ke YACTO MCTIOIB3YETCS BUPYCAMH.
rd /s /q %~dO\recycled

rd /s /q %~dO\recycler

rd /s /q "%~d0\System Volume Information"

del /f/q %~d0\autorun.*

mkdir "\2\%~d0\autorun.inf\com1"

attrib +s +h %~d0\autorun.inf

del /f /q %~d0\desktop.ini

mkdir "\\?\%~d0\desktop.ini\com1"

attrib +s +h %~d0\desktop.ini

JlocTaTo4HO COXPaHUTh ITO Ha (IICIIKE C IMEHEM, HanpuMep, autorun.bat ¥ 3aIyCTHTB.

3aganue 1 CAMOCTOATEIBLHOM PA0OTHI M METOANYECKHE YKA3AHUS K e

BBIITOJIHECHHU IO

KonTponpHOe 3a1aHne BKIIIOYAET B ce0s1 AITOPUTM aCHMMETPUYHOTO MU(PPOBAHHS — JIie-
mdpoBanus. B cooTBEeTCTBUM ¢ 3alaHueM HEOOXOAUMO 3aIHPpOoBaTh HHPOPMAIHIO IO METOLY
RSA st mocnenyromeit nepegaydu.

BapwuanT 3aganus BeiOMpaercs 1o nocieanei nudpe mudpa. Hanpumep, aiis mmdpa 34-061
BBITIOJIHSACTCS 3a/1aHue 1-ro BapuanTa (mmdpyemoe cloBo Ka3ak, napameTp mudposanus p =5,
q = 11). Ha npakTuKe 5TU 4ncia OYeHb OOJBIIHE.

Wcxonnpie qanHble 1715 pacyéra NpUBEACHbI B TA0IHIIE.

ITocnennsia udpa umdpa
0 1 2 3 -4 5 6 7 8 9
Hinppyenoe 3aka3 | Kasak | waba | 3afasa [ ragaaka | saragka | Garas | Gusak | kabak | Buzura
1080
[peanocnennss undpa wmdpa
Mapaverpet | () 1 2 3 -+ 5 6 7 8 9
wndpposanus
p 7 5 3 11 13 3 5 7 11 5
q 17 7 11 13 17 7 11 13 17 13

B kauectBe mpumepa paccMoTpuM nporecc mudpposanus ciosa BEI.

Bri6upaem aBa mpou3BONIBHBIX MPOCTHIX ynucia p =3, ¢ = 11.

OrnpenensieM ux npousBenieHue n = p*q = 3*11 = 33 u pyHkuuo isepa no hopmyie

@m)=({p-1)g-1)=20.

BriGupaeM 3HaueHne cekpeTHoro kioda @ = 3 ¢ yuéToM ycIIoBHii:

e<n wu ed=l(mod@n)) e-3=I1(mod20), orkyna cieayer, uto e=7.

[IpeacraBum mmdpyemoe cioBo BEI' B Buze mocienoBareasHOCTH uncen 264 B
COOTBETCTBHUH C TAOIUIIEH.

bykesl andaButa | A b B I Jil E | XK 3 H K

Homep Gykabl 1 213 4|5 6 7 81 9 |10

OTtnpaBuTens nepes] OTIPABKOW COOOIICHHUSI BHITIONHSET CIEAYIONINE ACHCTBUS:

1. PasOuBaeTr MCXOIHBIN TEKCT HA OJIOKHU
;W;,;H;,.-Hj (1”; =2, 1”3 =6, .M_; = 4).
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2. ludpyer TekcT, MPEACTABICHHBIA B BUJIE IMOCIEA0BATEILHOCTH YHCEI, UCTIONIB3YS
OTKPBITBIN KITI0Y € = 7, B COOTBETCTBHUHU C ()OPMYJIaMHU:

C= M; mod (n)
Cl= 29 mod (33) = 128 mod (33) =29
2= 6‘~ mod (33) = 279936 mod (33) = 30
C3= 4~ mod (33) = 16384 mod (33) = 16.

[Tonyuennyto kpuntorpamMmmy (29 30 16) otnpasnsiem aznpecary. [loixyuarens pac-
mr(POBBIBACT KPUIITOIPAMMY C IMTOMOIIBIO CEKPETHOTO KIIt04a d 1o hopMyiam:

M;=C, ,~d mod (n)
MI=29 mod (33) = 24389 mod (33) =2
M2= 30" mod (33) = 27000 mod (33) = 6
M3=16 mod (33) = 4096 mod (33) = 4

Takum 00pa3om, BOCCTAaHOBIICHO UCXOIHOE coobIieHue (264), T.e. cioso BET.

OcHOBHBIE M0JI02KEHHSI TEOPHUHU YHCeJI, HCI0Jb3yeMble B KpUnrorpaguu ¢

OTKPLITBIM KJIHO4Y0M
(Mutepuet-Yuupepcutetr Uudopmannonusix TexHoOIOTHIT)
http://www.intuit.ru/

IIpocTbie U cocTaBHbIE YHCIIA

Kaxxgoe HatypanpHO€ 4nci0, OONbllee eAMHUIIBI, JEIUTCS 0 KpaiiHel Mepe Ha JiBa YHcC-
na: Ha 1 u Ha camo ceOs1. Eciu umnciio He umeeT aenurtene, KpoMe caMoro ce0st M eMHUIIBI, TO
OHO Ha3bIBAETCS MPOCTHIM, & €CJIM y YUCJa €CTh €lLIe JEIUTEIN, TO COCTABHBIM. EnnHuIa xe
HE CUMTAETCS] HA IIPOCTBIM YHCIIOM, HA cOocTaBHbIM. Hampumep, uucna 7, 29 — npocrele; 4nc-
ma 9, 15 — cocraBusie ( 9 genutcs Ha 3, 15 nenurca Ha3 W HA S ).

WuTepecHblil (hakT: eciau aBa MPOCTHIX YHMCIIa OTIMYAIOTCA Ha 2, TO UX HA3bIBAIOT YMCia-
Mu-"0mm3Henamu"". Yucen-"6mu3HenoB" He oueHb MHOTO. Hampumep, "Onu3Henamu" sSBISIOT-
ca5u7,29u 31, 149 u 151, a Tarke 242 206 083*2%8 80+ (mauGonpias naitneHnas Ha Mo-
MEHT HamucaHusi ydeOHoro nocodus mnapa "0au3HenoB").

[Touck GONBIIUX MPOCTHIX YUCET UMEET BAXKHOE 3HAUCHUE JJISI MATEMAaTUKH U HE TOJBKO.
Hanpumep, B kxpunrorpaduu OOIbIIME MPOCThIC YUCIIA UCTIONB3YIOTCS B aITOpUTMaX HIUPO-
BaHUSA C OTKPBITHIM KJIF0UOM. J{J1si oOecrieueHus: HaJie)kKHOCTH NG POBAHUS TaM HCIIOIb3YIOTCS
MPOCTHIE YKcIa JTHOM 10 1024 O6uT.

OcHoBHasi Teopema apupMeTUKH

JIroboe cocTaBHOE YMCIO MOXHO COCTaBUTh U3 HEKOTOPOTO KOJIUYECTBA MPOCTHIX C MO-
MolIpl0 yMHOKeHUs. Hanpumep, coctaBHoe unciio 2009 MOXKHO NOTYUYUTh TaK:
2009 =7 * 7 * 41

B MaremaTtuke paccmaTpuBaeTCs Tak Ha3bIBaeMas OCHOBHAS TeopeMa apu(pMeTHKH, KO-
TOpasi YTBEPKIAET, 4TO JH000e HaTypaabHOe uncio ( n>1 ) 1ubo caMo SBISETCS MPOCTHIM, JIH-
00 MOXET OBITh Pa30KEHO Ha MPOW3BEIACHUE MPOCTHIX ICIHUTENICH, MPUYEeM €IWHCTBCHHBIM
crocoboM (ecnu He oOparaTh BHUMAaHUS Ha TIOPSIOK CIeI0OBAaHUS COMHOXKHUTETICH ).

Bocrnonp3oBaBmmch 0003HaU€HUEM CTENEHH, pasiokeHne uncia 2009 Ha mpocThie MHO-

JKUTEJIN MOYKHO 3aITMCaTh TaK:
2009 = 7% * 41
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PaznoxeHne Ha MHOKHUTEIIH Ha3bIBACTCS KAaHOHHYCCKHUM, €CJIN BCEC MHOXUTCIIN SABJIAIOT-
CiA IPOCTBIMU U 3aIMUCAHBI B ITOPAJAKEC BO3paCTaHUA.

HaHpI/IMCp, 3alMMIIEM KaHOHUYCCKOEC PA3JIOXKCHUC YK Cla 150 Ha MHOKUTEIN:
150=2*3*52

B3anmuo npocteie unciaa u GyHkuus Jiijaepa

JIBa ymcliia Ha3bIBAIOTCSI B3aMMHO MPOCTHIMH, €CJIM OHU HE UMEIOT HU OJTHOTO OOIIero je-
JIUTEIS KPOME €IUHUILIBL.

Hampumep, uucna 11 u 12 B3aumMHO TTpoCTHI (Y HUX HET OOIIMX JAEIUTEICH KpoMe earHHU-
1pl), uncia 30 u 35 — Her (y HUX €CThb OOLUI IETUTEND S ).

HccnenoBanreM 3aKOHOMEpPHOCTEH, CBS3aHHBIX C IEJIBIMU YHCIAMH, JOJT0 3aHUMAJICS
mBeiapckuii marematuk Jleonapa Ditnep (Leonard Euler). OnHuM U3 BOMpOCOB, KOTOPHIM OH
MHTEpecoBaJICs, ObUI CIIEAYIOIIUNA: CKOJIBKO CYIIECTBYET HAaTypalbHBIX YHCEN, HEe MPEBOCXOAS-
IIMX N U B3aUMHO IpocThIX ¢ n? OTBET Ha 3TOT BOIIPOC ObLI nosydeH Dinepom B 1763 roay u
3TOT OTBET CBSI3aH C KAHOHUYECKUM Pa3NI0’KEHUEM YMCIa N Ha MPOCThie MHOXUTENU. Tak, ecinu
n=pr X Py X Xy
TJIE D1, P2, ..., Pn — PA3HBIE IPOCTHIE MHOKUTEINH, TO YHCI0 ¢ HATypalbHBIX YMCEIN, HE TIPEBOC-
XOJSAIINX N U B3aUMHO MPOCTBIX C N MOXHO TOYHO OMPENEIUTD M0 PopMyJie

1 1
wn)=mx[1——]|x|1l——)x---x|1l-—
m P2 Prn

Yucno HaTypallbHBIX YHCEJ, HE MPEBOCXOMASAIINX N U, B3aUMHO MPOCTHIX C N, HAa3bIBACT-

ca pynkumeii Diiaepa u o6oznauaercs LT )-

Hanpumep, HaiiieM KOJIMYECTBO HATYPaJIbHBIX YHCEJl, HE MPEBOCXOAAIUX 12 U B3aUMHO
npocThiX ¢ 12. M3 psina HaTypaJIbHBIX YHCEN
1,2,3,4,5,6,7,8,9,10, 11
B3aUMHO MPOCTHIMH (HE UMEIOIMUMH 00X aenutenet) ¢ 12 OyayT toiapko uucna 1, 5, 7, 11.
Wx xomu4ecTBO paBHO ueThipeM. Takum oOpazom P(12) = 4.

Teneps monpodyem MoACUNTATh
B 12)
no ¢dopmyIe, mpeaaoxkeHHo Ditnepom. /[t 3TOro BHavyane 3amuiieM KaHOHUYECKOE paslioiKe-
HHE uncaa 12:
12=22%3,

Teneps noacuntaem ynkumro itmepa ' 12)
1 1 12
2(12) = 12 1— = l—=)=4%x3x-=-=4
w(12) X 3 x 3 % 3 % 13

3HaueHus!, BBHIYUCICHHBIE ITyTEM MPOCTOro nepedopa B3auMHO MPOCTHIX YUCeN U 1o Gop-
MyJe Diinepa, cOBHalu. DTO HEYIUBUTENBHO, TaK Kak (popMyna JUIsl BHIUMCIEHUS (YHKLIUU
DOlinepa MOKeT ObITh I0Ka3aHa CTPOro MaTeMaTHYECKH.
®opmyiy Ditnepa ya00HO UCHOIB30BATh I OOJBIINX N, €CIU U3BECTHO PA3JIOKEHHE YUCa N
Ha IpocTble MHOKUTENU. 1 kpunrorpaguu popmyia Diiigepa BaxHa TEM, YTO OHA ITO3BOJISET
JIETKO MOJIyYUTh YHUCIIO
D(n)
JUISL TIPOCTBIX M HEKOTOPBIX APYTrux uucena. B kpuntorpadum ucmnonb3yrorcs JBa CieIyOIINX
cieacTBus popmysl Ditepa.

Caencrsue 1. Eciu p — mpocroe uncno, to PWP) = P — 1.
JleHCTBUTENLHO, €CIU P — MPOCTOE YMCIO, TO €r0 KAHOHHYECKOE Pa3lIOoKEeHHE COCTOMT
TOJILKO U3 HEro camoro. Torma
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, .1 plp—1) _
@wip) =px (l——) =——=p—1
p p

Caencrsue 2. [TycTs p 1 q — J1Ba pa3iu4HbIX TpocThix (P 7 4. Torma
ppxq)=(p—1)g—1)
Ora dopmyna o0bsicHsIeTCs cienyrommmM odpasom. Ilycte p * q = N, r1e p u q — ABa pa3nud-

npix npocteix ( P 7 4 ). Torna
1 1 pxgx(p—1)x(g—1
o(pxg) = p(N) = Nx (1 . —) X (1 - —) _pxaxoUxl@= e

» q pPXg

PaccMOTpUM HECKOJIBKO IIPUMEPOB HCIIOJIB30BaHMS CIICACTBUI (hopMyIIbl Ditepa.
Mpumep 1. Haiimem P(13)- 13-
1 #(13) =13-1 = 12.
MeHbIne 13:
1,2,3,4,5,6,7,8,9,10, 11, 12
U MOJICYMTAB BCE B3AUMHO MPOCThIE ¢ HUM. MX neiictBuTenbHO 12.
?(35). 35_

IpocTo€ 4YHCIIO, 3HAYUT, MCIOJIB3yA CICACTBUC

Msbl MOxeM TpoBeputh celsi (u Diiepa), BBIIMCAaB BCE YHCIA,

IIpumep 2. Haiinem COCTaBHOE YMCJIO, 3HAYUT, IIEPBOC CICACTBUE HAaM HE IOJ-
xoaut. OmHako 35 sBJsSETCS MPOM3BEICHUEM JABYX MPOCTHIX yucen: 35 = 5 * 7. HUcnonb3ys

CIIEICTBHUE 2, BEIUUCIIAEM $(35) .

A35) = (5-1)* (T—1) =4 =6 = 24,

[IpoBepsieM, BBIMHUCHIBAS BCE YMCIIA, MEHBIIHE 35 U HE UMCIOIINE C HUM OOIIUX JICITHTEIICH:
1,2,3,4,6,8,9, 11,12, 13,16, 17, 18, 19, 22, 23, 24, 26, 27, 29, 31, 32, 33, 34.

Ux peiictBuTEensHO okazanock 24. Ha mocienneM npuMepe BUIHO, YTO UCIIONIB30BaTh (popmyity
Diinepa ropa3ao yaoOHee, 4eM paccMaTpUBaTh BCE YKCIIa U3 JOBOJIBHO OOJBIIOrO qUana3oHa U
MPOBEPATH HA B3aUMHYIO ITPOCTOTY.

ApudmMeTnka 0CTATKOB H TEOPHs CPABHEHUI

Hewmenxnii matematuk Kapn ®@punpux ["ayce npemioxu 3anuck
a = b{mod m),

JUIs JIByX uucenaub, ecaM OHM MMEIOT OJMHAKOBbIE OCTaTKM OT  JIEJEHUs
Ha m (4uTaeTcs a cpaBHUMO ¢ b o moayito m ). Hanpuwmep,

1997 = 1({mod4).

Tk+1=limodT), tone k — moboe Heroe THETO.

CpaBHeHUs1 00HapYKMBAIOT IMOJIE3HBIE U MaTEMAaTUKOB UM KpUNTOrpadoB CBOICTBA, BO
MHOTOM IOX0XKME€ HAa CBOMCTBA PAaBEHCTB. DTU CBOMCTBA MO3BOJIAIOT CYIIECTBEHHO YIPOIIATh
apru(dMeTHUECKUe BBIUMCICHUS, €CJIM HaC MHTEPECYET TOJIBKO OCTATOK OT JEJCHHUS Ha HEKOTO-
poe uucino m. Tak, HampuMmep, CBOWCTBA CPaBHEHHWU MOJIE3HBI MPHU pacyeTax B aJTOPUTMAX
MU (POBAHUS C OTKPBITHIM KITFOYOM.

[IpocTelimmmu CBOMCTBAaMU CPABHEHU SIBJISIFOTCS CIEAYIOILINE.

Caoiictio 1. Eci a-b nenurest ma m, to @ = blmod m).

Hampumep, 15 =1(mod T)
CaoiicTBo 2. Ecn

a = b{mod m)

158

» Tak Kak 15 -1 =14, a 14 xpatHo 7.

[

= d(mod m)

TO

a+c=b+ dimodm)
ac = bd{mod m )
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Hanpumep, Tak kaK 13 =5(mod 8) ; 11 = 3(mod 8),
10 13+ 11 =543 =0(mod m) 1311 =5*3 =T(mod m).
CsoiictBo 3. Eciiu
a = b(mod m),
TO
To a* = E?'E‘Eﬂwri m), k C N.
Hanpumep, Tak kak
256 = 4(mod T),
TO
25 = 4" = (43" = 2% = (24" = 2° = 4(mod m)
CsoiictBo 4. Eciiu
ac = be(mod m)
U C B3aHMHO IIPOCTO C M, TO
a = b{mod m)
Hanpumep, U3BECTHO, YTO
1200 = 45(mod 7).
a Tak Kak
1200 =15+« 80 1 45 = 15+ 3,10
80 = 3(mod 7)
CroiicTBo 5. Ecin
ac = be(mod me),
TO
a = b{mod m)
Hanpuwmep, eciiu
44 = 4(mod 4(10),
TO

11

' a TaKXKC

L{mod 10).
U r.n.

TecToBbIC 3a1aHUA
V1: OcHOBHBIE OHATHA M MOJI0KEHHUA 3alNTHI HHpOpMaUK
L {13
S: Ha cerogusimauii 1eHb O] 3aIIMTONH KOMIBIOTEPHOU HHPOPMAIIUH TOHUMAETCSL:
-: COBOKYITHOCTh METOJIOB KpunTorpaduiyeckoro npeodpa3oBaHus UCXOHBIX JAHHBIX C IEJbIO MTOTyYSHHUS
3amm(poBaHHBIX JaHHbBIX.
+: COBOKYIHOCTb MEPOIIPUATHIA, METOJIOB U CPENICTB, 0OECIIEUNBAIOIINX PELICHHE 3a/1a4 TPOBEPKHU 1IETOCT-
HOCTH MH(OPMAalLNH, HCKITIOYEHHST HECAHKIIHOHUPOBAHHOTO IOCTYMA K pecypcaM DBM u xpaHsamumcs B Hert
MporpaMMam ¥ JaHHBIM, a TaKXKe UCKITIOYeHHUS HECAaHKITHOHUPOBAHHOTO MCTIOIH30BAHUSA TPOTPAMMHBIX
MIPOJYKTOB.
-: 3ammTa OT YMBIIIJICHHBIX MOMBITOK Y€JIOBEKa MOMYYUTh AOCTYI K 3TOI nHpOpMauu 1160 Moauduuupo-
BaTh €€.
-: COBOKYITHOCTh METO/IOB, IPOTPAMM H AJITOPUTMOB, TIO3BOJISIONINX 00ECTIEUNTh HaIe)KHOE XPaHEHE UH-
(opmanny B yCIOBUSX €€ IKCIUTyaTallHu.
L {2}
S: Ykaxwure TpaIuIMOHHbIEC HAPABIEHHS 3alIUTHl KOMITBIOTEPHON HHpOpMAIIUU
+: Kpunrorpagus
+: AHTUBUPYCOJIOTHS
-: JIuneltHOE TpOrpaMMUpPOBaHUE
+: 3ammra OT HECAaHKLIMOHUPOBAHHOT'O KOIIMPOBaHUS
+: CereBas 3amuTa
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L {{3}}

S: OCHOBHBIM JOKYMEHTOM, Ha OCHOBE KOTOPOTO ITPOBOAUTCS MOJIUTHKA WH(POPMAIIIOHHON O€301MacHOCTH
MNPEANpHUSTHS, ABISETCS:

-: 3akoH P® «O06 undopmanyu, nHHopMaTU3aUK 1 3aIUTe HHGOpMAIHI

-: IepedeHb KPUTEPHEB OIEHKH HAJEKHBIX KOMIBIOTEPHBIX cucTeM («OpamkeBast KHATa)

+: mporpamMmmMa HHGHOPMATMOHHOM 06€301TaCHOCTH HPEIITPHSITHS

L {{4}}

S: Yro sBiseTCs 00BEKTOM 3aITUTHI HHMDOpMAITHIH?

+: KommproTepHast CHCTEMa WIIM aBTOMaTH3UPpOBaHHas cructemMa 00padoTkn ganHbIX (ACO/)

: BeruucnutenbHble ceTn

: Cuctemsl ynpasnenust 6azamu nanubix (CYB/)

-: [Tamare OBM

L {58

S: Uro sBnsieTcs MpeIMEeTOM 3alIUThl B KOMIIBIOTEPHBIX CHCTEMax?

: DJIEKTPOHHBIE U AIIEKTPOMEXaHUIECKUE YCTPOMCTBA, a TAK)KE MAITUHHBIE HOCUTEITN

+: nHDOpMAaITUS

-: cucteMbl nepefaun AanHbIx (CILJ)

L: {{6}}

S: Haiite onpenenenue nousatus «HaaexHas cucremay

-: HapexxHoit Ha3piBaeTcs cuctemMa, 3QEeKTUBHO UCTIONB3YIOIIAs allllapaTHbIe U MPOrPaMMHBIE CPEICTBA IS
oOHapyXeHHUs ¥ MPEAOTBPAIICHHs] BO3ZMOXHBIX aTak Ha HHPOPMAIUIO

+: HanexxHO Ha3pIBaeTCA CUCTEMA, UCTIONB3YIOMIAs JOCTATOYHbIE TPOTPaMMHBIE U allllapaTHBIE CPEICTBA,
4T0OBI 00ECTIeYNTh OJJHOBPEMEHHYIO 00pad0TKy HH(POPMAIIUH Pa3HOHM CTENIEH! CEKPETHOCTH IPYIIONH MOIb-
3oBaresici 6e3 HapyIeHus IpaB JOCTyIa

-: HagexxHoit Ha3pIBaeTCs cucTemMa, rapaHTHPOBAHHOCTh 0€30ITacCHOTO XpaHeHus! HHPOpMauy B KOTOPOi
6mmska k 100%

L {73}

S: CoriacHo «OpaHXeBOW KHUTE)» HaJIEKHOCTh CHCTEMBI OLIEHUBAETCS 110 CIAEAYIOIINM KPUTEPUIM:

-: Kpunrocroiikocts

+: 'apaHTUPOBAaHHOCTH

-: HapexxHoCTh

-: KordunennmansHOCTH

+: [lonmTuka 6€30macHOCTH

I: {{8}}

S: 3akon «O6 nHpopmMaruy, HHGopMaTH3aLUH U 3aiuTe HHGopMam» B Poccuiickoit dexepanun ObL1
NpUHAT B #### rony?

+: 1995

L{{9}}

S: EBpomneiickne KpuTepuu 0€301MaCHOCTH KOMITBIOTEPHBIX CHCTEM PacCMaTPUBAIOT CIICAYIONIUE COCTABIIS-
rorue HHOOPMAIIMOHHON 0€30IaCHOCTH:

+: Kon(uaeHnaIpHOCTh

+: [{lemocTHOCTh

-: l'apantupoBanHOCTB

+: JlocTynHOCTb

-: HapexxHocThb

L. {{10}}

S: Pacrniosioxkwute B mopsijike yObIBaHHSI OCHOBHBIE IPUYMHBI TIOBPEXKICHH dIIEKTPOHHON HH(OopMaImn

1: OmmboYHbIe NEHCTBYS MMOJIHL30BATEIS

2: Ctuxuiiabie 0eCTBUS (3aTOILICHUS, ITOKAPHI U T.11.)

3: YMbIIIICHHBIE ISHCTBUS YEIOBEKA WIIH OTKA3 TEXHUKH

4: TIpoune HenpeABHUICHHBIE 00CTOSTEIbCTBA

V2: ¥Yrpo3sl 6e30acHOCTH KOMIILIOTEPHON HH(OPMAIMHA

I {{11}}
S: ITox yrpo30ii 6e3o0mmacHOCTH HHPOPMAIIUN TTOHIMACTCSI:
-: Araka Ha MH(OPMAIIHIO CO CTOPOHKI 3JIOYMBINUICHHUKA
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+: IloTeHIMaIbEHO BO3MOXKHOE COOBITHE, IIPOLIECC WIIH SIBJIEHHE, KOTOPBIE MOTYT IIPUBECTU K YHUUTOXKEHHUIO,
yTpaTe LeN0CTHOCTH, KOH(QUACHIIMAIBHOCTH WM JOCTYIHOCTH HH(popManmn

-: HecaHkunoHnpoBaHHBIN AOCTYN K HHPOPMAIMH, KOTOPBIA MOKET MMPUBECTH K HAPYLICHUIO [IETIOCTHOCTH
CHCTEMBI KOMITBIOTEPHOM 0€30MacHOCTH

L {123}

S: Bce MHOXKECTBO MOTEHIMAIBHBIX yrpo3 Oe3omacHoctr nHpopmanmn B KC MoxxeT ObITh pa3zeneHo Ha
CJIETYIOIINE KIIACChI:

+: CiryqaifHbIe yTpO3BI

-: IloTeHIManbHbIE YIPO3bl

+: [IpeanamepeHHbIE YTPO3bI

-: [Ipenckazyemsbie yrpo3bl

L {133}

S: Uro moHnmaeTcs moj BO3MOKHBIM KaHaJIOM yTeuku HHpopmanuun?

+: Crioco0, MO3BOJISIOIIMI HAPYIIUTENIO MOMYYUTh AOCTYI K XpaHswiencs: uiu ooOpadaTeiBaeMoii nH(popMma-
LUH

-: TexHuuyeckoe cpeacTBo, C IOMOLIBIO KOTOPOTO HAPYLIUTEIh MOXKET MOJXY4YUTh JOCTYII K XpaHsIIEHCs WK
oOpabaTteiBaeMoii HHQOpMAIUK

-: Kommnekc nporpaMMHBIX /WK anmapaTHBIX CPEACTB, MO3BOJISIOLINX OCYLIECTBIATE Iepelady JaHHbBIX
OT UCTOYHHMKA NHPOPMALUH K HAPYLIUTEIIO

I {{14}}

S: C moMoIIIbIO KaKUX THIIOB CPEJCTB MOXKET MPOUCXOAUTH yTeUKa HH(POPMALIUH 10 BO3MOKHOMY KaHay?
-: JlaHHBIC

+: Yenosek

-: KommerorepHas cethb

+: IlporpamMmma

+: Annaparypa

I {{15})

S: IIpu XxpaHeHWH, IOJIEPKAHUN B IPEAOCTABICHUH JJOCTYIA K TF000MY HH(POPMAIIMOHHOMY PECYpCY €ro
BJIaJieJIel], JM00 YIIOJTHOMOYEHHOE UM JIMLIO, HAKJIAbIBAET SIBHO TMOO caMOOUYEBUIHO HAOOp MpaBuII 10 pa-
00Te ¢ Hell. YMBIIIICHHOE UX HapylIeHUe KiaccuuimpyeTcs Kak ##H# na undopmanmro.

+: aTaka

L. {{16}}

: [lepeunciute OCHOBHBIE BUABI CIy4YaiHBIX YIPO3:

: CtuxuitHple O€JCTBUS U aBapuu

: COoH M OTKa3bl TEXHUYECKUX CPEACTB

: OmmOKH 1pu pa3paboTKe KOMITBIOTEPHBIX CHCTEM

: AITOpUTMHUYECKHE U IPOTPaMMHBIE OIINOKH

: OmmOKH 1moJyib30BaTeNell 1 00CITyKUBAIOIIETO MepcoHaa

: DNEKTPOMAarHUTHbIE N3Ty4YEHUs U HABOAKH

: Bpenurensckue nmporpamMmsl

L {17}}

S: Ilepeuncianre OCHOBHBIE BUIBI IPEAHAMEPEHHBIX YIPO3:

: AITOPUTMHUYECKUE U IPOTrPAMMHBIE OIITUOKH

+: [IInuoHaxx 1 AMBEPCUH

+: Hecankumonuposannsiii noctyn (HC) x undopmarmn

+: DJIeKTpOMarHUTHBIE U3TYyYEHHUS U HABOJKH

+: HecankumnonnpoBaHHast MOJU(PHUKAIUS CTPYKTYD

-: CtuxuiiHble OE/ICTBYSI U aBaphH

+: Bpenurenbckue IporpaMmbl

I {{18}}

S: B 3aBHCHMOCTH OT MEXaHU3Ma JICHCTBUS BPEAUTEILCKUE IPOTPAMMBI JICTISTCS Ha CIEAYIONINE KIIACCHL:
+: Jlornueckue 60MOBI

-: 'enepaTopsl 6enoro nryma

-: JIm3accembepsl

+: UepBu

+: TpostHCKHE KOHU

+: KoMnbloTepHbIE BUPYCHI

Attt
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-: JIeKOMOUIISITOPBI

L {{193}

S: K Haubonee pacmpocTpaHeHHBIM METOAAaM B3JI0Ma MOKHO OTHECTH CIECAYIOLIHE:

-: [Tog0Oop mapoist ¢ TOMOIIBIO TEHEPATOPOB CIIyYANHHBIX YUCEI

+: Joctyn k nHbOpMaIuy Yepe3 TepMHUHAIBI 3aIIUIIeHHON HH(POPMAIMOHHON CHCTEMBI
+: [lommydenune mapossi Ha OCHOBE OITMOOK aIMUHUCTpPATOPa U MOJIb30BaTeNei

+: [losydeHue mapossi Ha OCHOBE OITMOOK B pean3aiiy CUCTEMBI

-1 leaxtuBarnus Gpynkuunit onepannonnoit cucrtems (OC)

+: ConmanbHas ICUXOJIOTHS

+: KOMIUIEKCHBIN MOUCK BO3MOXHBIX METOJIOB JOCTyTa

Bcero 230 Bonpocos.

w

® NN

17.

18.

19.
20.
21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.

32.

TeMbl npe3eHTANUN
[TpoBenenue anann3a HHPOPMATMOHHOM cucTeMBbl. BblsiBIIeHHE yrpo3 U yA3BUMOCTEH,
KaHaJIOB YTEUKH HHpOpMaLUn
[TocTpoenne cucTeMbl 3alIUTH HHPOPMAUK B HH)OPMAITMOHHON CHCTEME.
Pa3paboTka ninm moxoop anropuTMOB ISl HCIIOJB30BaHUS B PEATBHBIX HH(POPMAITMOHHBIX
CUCTEMAX.
[TporpammupoBanue npuss3ku [10 k anmapaTHOMY 00€CTICUYSHHIO.
HacTpoiika MeKCeTeBbIX IKPaHOB.
B3nom cuctem 3aniuThl.
HccnenoBanue anropuTMOB BUPYCOB U aHTHBUPYCOB.
Knaccudukanus napopmanuu. Buabl TaHHBIX U HOCHUTEIICH.
[lennocts nHpopmanuu. Llena nudopmarum.

. KonnuecTBo u xauectBo nHpopmanuu.
11.
12.
13.
14.
15.
16.

Bune! 3amumniaemoit uHbopMauu.

Jemackupytomiye nMpu3Haku 00bEKTOB 3aIHTHI.

Knaccugukaius MICTOUHUKOB U HOCUTENEH HH(pOpMAaLUH.

MepornpusTus 1o yIpaBJIeHHIO0 JOCTYIOM K HH(OpMaLUK.

@YHKIMOHAIbHBIE ICTOYHUKHN CUTHANIOB. ONIacHBIN CUTHAI.

OcHOBHBIE CPEJICTBA U CUCTEMBI, COJIEpIKalIie MOTEHIIMATIbHbIE HCTOUHUKH OMACHBIX
CUTHAJIOB.

BcnoMorarenbHble cpeficTBa U CUCTEMBI, COJEPIKAIIE MOTEHIIMATbHbIE HCTOYHUKH Olac-
HBIX CUTHAJIOB.

Bunbl mapa3uTHBIX CBS3€H U HABOJIOK, XapaKTEPHbIE JUIs JIFOOBIX Pau03JEKTPOHHBIX
CPEZCTB U MPOBOIOB, COSAUHAIOLINX UX KaOeneH.

Bunet yrpo3 6e3omnacHocty nH(GOpMaLuu.

OCHOBHBIE IPUHIMIIBI TOOBIBaHUS HH(POPMAIIUH.

[Tpouenypa uneHTuduUKany, Kak OCHOBA IIpolecca 0OHapYyKeHUs1 00BEKTa.

Mertoap! cuHTe3a HH()OPMAITIH.

MeTo1pI HeCaHKIIMOHUPOBAHHOTO JJOCTYyNa K HHPOPMAaIIUH.

OCHOBHBIMH CIIOCOOaMHU MPUBJICUEHHS COTPYTHUKOB TOCYJAPCTBEHHBIX U KOMMEPUYECKHX
CTPYKTYP, UMEIOLINX JOCTYI K UHTEpecyroleil HHpopMaiuu.

Crioco6b1 HaOMIOCHUS C MCTIOJIb30BAaHUEM TEXHUUECKUX CPECTB.

Kanans! yreuku nnpopmanuu. TexHuueckne KaHajbl yTEUKU

Knaccugukaius TeXHUYECKHX KaHAJIOB YTEUKHU MO (PU3NUECKOM MPUPOJIE HOCUTEIIS.
Knaccudukanus TeXHHYeCKUX KaHAJIOB YTEUKH 110 NHPOPMATUBHOCTH.
Knaccugukaius TeXHUYECKHX KaHAJIOB YTEUKHU 0 BpeMeHH (pyHKIIMOHUPOBAHMUS.
Knaccugukanus TeXHUUECKUX KaHAJIOB YTEUKH 110 CTPYKTYpe.

Habmionenre B onTHYECKOM JHMana3oHe U MPUMEHsEMbIe JJIs 3TOT0 CPEeACTBa. XapaKTe-
PUCTHKH TaKUX CPEICTB.

IlepexBaT 3JIEKTPOMAarHUTHBIX U3JIy4CHUH.
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33. AkycTtuueckoe nojciaymuBanue. I((eKTsl, BOSHUKAIOIUE NIPH MOICTYIINBAHUH.

34. IIporuBoneiicTBue HabmoaeHNI0. CIOCOOBI MACKUPOBKH.

35. Cnoco0bl U cpesicTBa IPOTUBOICHCTBUS MOACTYILIUBAHUIO.

36. HeliTpanu3sanus 3akiagHbIX yCTPOMCTB.

37. CocTaB MHKEHEPHOH 3alUThl U TEXHUYECKOH OXpaHbl OOBEKTOB.

38. OCHOBHBIE ITOHATUS KBAHTOBOW 3aILUTHI.

39. VHxKeHepHble KOHCTPYKIMU U COOPYXKEHHU AJ1s 3aiiuThl HHPopmanuu. Mx knaccuduka-

JISPR

40. CpenctBa uACHTUPUKAIMHN JTHYHOCTH.

41. Knaccuduxanus JaT4MKOB OXPAHHOM CUTHAIM3ALUH.

42. Knaccudukarmus u3pemaresne.

43. TeneBU3MOHHBIC CUCTEMBI HAOJIIOICHUS.

44. OCHOBHBIE CPEICTBA CUCTEMBI BUJIEOKOHTPOJI.

45. 3ammTa JUYHOCTH KaK HOCUTENS HH(GOpMAIIIH.

46. CHCTEMHBII MMOAXO0/1 K 3alUTe UH(POPMALIHH.

47. TlapaMeTpsl CUCTEMBI 3aITUTHl HHPOPMAIUH.

48. DTanbl MIPOSKTUPOBAHMS CUCTEMBI 3aIIUTHI HH(OOPMALIUU.

49. IloreHunanbHbIE KaHAIBl YTEUKU HHPOPMALUU.

50. DTambl pa3pabOTKH Mep M0 IPEJOTBPAIICHUIO YTPO3 YTEUKH UHPOpMAITUU
51. Ilytu pemenwus mpobiaem nHGOpMATMOHHOM 6e30macHOCTH B PD.
52. Moaenu MHOrOYpOBHEBOM 3aILUTHI.

Bonpocsl Aj151 TeKyero KOHTpOoJIst

AJITOpUTMBI IM(POBAHUSA

Kaxkue nienum npecneayer kpunrorpadusi?

[lepeuncnure OCHOBHBIE aITOPUTMBI  KPUIITOTpaPUUECKUX MpeoOpa3oBaHUil.

OOBsiICHUTE TIOHATUS IIEJIOCTHOCTH, MOJJIUHHOCTH U KOH(HICHIMATIBHOCTH» HH(POpMa-

[AH.
CuMMeTpUYHbIE AJTOPUTMBI IIU(PPOBAHUS
HazoBuTe 1Ba 001IMX MPUHIIUIA, UCTIOIB3YEMBIX B CHMMETPHUYHBIX KPUIITOCHUCTEMAX.
OCHOBHBIE JIOCTOMHCTBA U HEJIOCTATKHU aJITOPUTMA MU POBAHUS JaHHBIX ¢ ToMoIibio DES.
[lepeuncnure OCHOBHbIE KOMOWHAIIMM,  HWCIOJb3yeMble MpH MHU(YPOBAHUH aANTOPHUT-
moMm DES.

[Tepeuncnure OCHOBHBIE peKUMBI paboTh! anroputma DES.

AcCHMMeTpHYHbIC AJTOPUTMBI K (poBaHUs

IIpenmyiecTBa 1 HETOCTATKH ACUMMETPHUYHBIX KPUIITOCHCTEM.

C kaxoil L1eIbI0 B aCHMMETPUYHBIX KPUIITOCUCTEMAX HCIIOJIB3YIOTCS Ba KiIro4a?

Kak obecrnieunBaeTcsi KpUNTOCTOMKOCTh ACHMMETPUUYHBIX KPUITOCUCTEM?

KakoBa jyinHa Kiro4el A1 CUMMETPUYHBIX U ACUMMETPUYHBIX KPUITOCUCTEM IIPU OJMHA-

KOBOW UX KPUITOCTOMKOCTH?

OO6mbsacHuTe padoty anropurma RSA.

@OyHKIMHU X3IHPOBaHUS

KakoBo ocHOBHOe Ha3HaueHue Xd-QpyHKuun?

KakoBbI OCHOBHBIE IPUHLIUITEI (HOPMUPOBAHUS XII-(DYHKITH?

Kakumu cBoiicTBaMu J0JKHA 0071a/1aTh XAUI-QYHKIIHS, UCIIOJIb3yeMast

B TIpoliecce ayTeHTUUKAIIH?

OTnnuuTenbHble 0COOEHHOCTH OTEUECTBEHHOIO CTaHIapTa XdIl-
¢yukuuu (FOCT P 34.11-94) ot anroputmoB xsmmpoBanus MDS u SHA.
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JaekTpoHHas nudpoBas NOANNCH

['te u ¢ KaKoi 1eJbI0 UCTIONB3YETCSI AJCKTPOHHAS [UPPOBast MOIMUCH?

[lepeuucnure 0CHOBHBIE TAbl HOPMUPOBAHUS SJIEKTPOHHOM HU(POBON OIITUCH.

Kakumu cBolicTBaMU JOJKHA 001a/1aTh 3JIEKTPOHHAS ITU(POBast MOAMKCH?

[lepeuncnure OCHOBHBIE AJTOPUTMBI 3JIEKTPOHHON LU(POBON MOAMUCH U YKaXKUTE Ha HX

IMPUHIHUITAAJIBHBIC OTJINYHA.

Ykaxxutre 0COOCHHOCTHU CJIETION U HEOCTTOPUMON U(PPOBOI TTOIHCH.

Nnentuduxanusa n ayreHTHGUKANUAA, KOHTPOJIb J0CTYNA U MOJUTHKH 0€30MIACHOCTH
Kak ocyuiecTBisiercs B3auMHasi NpOBEpKa MOJJIMHHOCTH I10JIb30BaTENeH?

[TpuBenuTe OCHOBHBIE CXeMbI UACHTU(UKAIIMY U ayTeHTU(UKALIUY TTOJIb30BATEIS.

B 4ém cyTh mapaienbHON cXeMbl HISHTH(PHUKAINY C HYJIEBOW Nepeaayeii 3SHaHui?
JlocTonHCTBa OMOMETPUUYECKUX CIIOCOOOB MIEHTU(UKALINY U ayTeHTU(UKALIUY 110 CpaBHE-

HHUIO C TPaJUITHMOHHBIMHU.

S e

10.
11.

12.
13.

14.

15.

16.

17.

18.

19.

20.

21.

IIpyMepHBIN CIIUCOK BOIPOCOB K 3a4eTy

B kakux ¢opmax MoKeT ObITh ITpeacTaBiIeHa HHPOpManus?
Yro oTHOCUTCA K MHPOPMALIMU OIPaHUYEHHOr 0 1ocTyna?
Yro takoe nH(pOpMaAIMOHHAS O€30MIaCHOCTh?
Yro noHMMaeTcs MoJ| 3aluTol nHpopmManuu?
YTo OTHOCHUTCS K OCHOBHBIM XapaKTEPUCTHKAM 3alUIIaeMoi HHPOopMauu?
UYro Takoe yrpos3a 6e3onmacHoctH uH(popmanuu? KakoBbsl ocHOBHbIE BHIbI yrpo3? Kakue
CYIIECTBYIOT KaHAJIbI YTEUKH KOH(PHUISHIIMATHHON nHpopMarim?
B uem cCymHOCTh CHCTEMHO-KOHLENTYaJbHOIO MOJAXOAAa K 3alluTe HHpOpMaLuu B
KOMITBIOTEPHBIX CHCTEMaX?
[Touemy npobGnema 3amuThl MHGOPMAIMM HE MOXKET OBITh pelleHa C MOMOLIbI TOJIBKO
(hopMaIbHBIX METOAOB U CPEACTB?
B 4yeMm cyniHocTh opraHu3alMoOHHON 3auuThl HHGopMaru?
KaxoBbl ypoBHHM IpaBoBOro odecredeHust HHPOpMallMOHHOW 6€301acHOCTH?
Kakue 3akoHOAaTeNbHBIE aKThl COCTAaBJIAIOT OCHOBY POCCHHMCKOrO HH(GOPMAMOHHOTO
npaBa?
B yem 3akimovaroTcs HaMoHalbHbIE HHTEpeckl PO B nHpopmanonHoii chepe?
UTo OTHOCHTCS K CpPEACTBaM HHKEHEPHO-TEXHUUYECKOW 3alIUThl WHGOPMAIMU U IS YEro
OHU TpeJHa3HaYEHbI?
B uem 3akimrodaroTcsi JOCTOMHCTBA M HEJOCTATKH TMPOTPAMMHBIX CPEJICTB  3allUTHI
uHpopmanun?
Kakne cymiecTByIOT MeXIyHapOJHBIE W POCCHHCKHE CTaHAAPTHI B 00JacTH 0E€30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM M UH(OPMAIIMOHHBIX TEXHOJIOTHA?
Kakue cymecTByloT cHocoObl HECaHKIMOHHUPOBAaHHOIO JOCTyna K HWHGoOpManuud B
KOMIIBIOTEPHBIX CUCTEMax?
Kakne cnocoObl ayTeHTH(HKANU TOIH30BATEIEH MOTYT NMPHUMEHSATCS B KOMITBIOTEPHBIX
cucremax?
B 4ewm 3akiIrodaroTcsi OCHOBHBIE HEJOCTATKH MAPOJIHHON ayTeHTH(UKAIIMY M KaK OHa MOYKET
ObITH ycuiieHa?
B dWeM cymHOCTb, JOCTOMHCTBA M HEIOCTATKA AayTCeHTU(UKAIMK HAa OCHOBE MOJECIH
“pykonoxkaTtus’?
Kakne OmomeTrpuyeckne XapaKTEpPUCTHKH IMOJh30BATENed MOTYT TNPUMEHATHCS Ui WX
ayreHTH(ukanuu? B uyem mnpeumymiectBa MoJ00HOro cmocoba  MOATBEPIKICHHS
HOJUIMHHOCTH?
[Touemy Cc NMOMOIIBIO TOJBKO MPOTPAMMHBIX CPEICTB HENb3sl 00ecHeunuTh HEOOXOAMMYIO
CTEIEHb 3aLIUIEHHOCTH OT JIOKaJIbHOI0 HECAHKIIMOHMPOBAHHOTO IOCTYyMNA K HH(GOPMAIUK B
KOMIIBIOTEPHBIX CHCTEMAX?
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22.

23.
24.

25.
26.

27.

28.
29.

30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

43.
44,

45.

B uem 3akirodaeTcsi JOCTaTOYHOE yCJIOBUE HAJEKHON MPOrpaMMHO-aNNapaTHOM 3allUThl OT
JIOKaJIbHOT'O HECAHKLIIMOHUPOBAHHOTO JI0CTyNa K HHpopManuu?

KaxoBbl 0011111€ HEJJOCTaTKU BCEX MEKCETEBBIX IKPAHOB?

B dyeM cocTtosT (yHKIMHM CpeNCcTB aHaNW3a 3aIMIIEHHOCTH KOMIBIOTEPHBIX CHUCTEM H
KaKOBBI UX OCHOBHBIE HEJTOCTATKU?

B 4yem cyniHocTs cuctem 0OHapy>KEHHUs aTak Ha KOMIIBIOTEPHBIE CHCTEMBbI?

Kakune ocHOBHBIE KOMIIOHEHTHI BXOJISIT B COCTaB MOJCUCTEMbl O€30MaCHOCTH 3aIUIICHHBIX
Bepcuii onepanuonHoii cucremMbl Windows?

['e xpaHuTCs peructpanuonHas 0a3a JaHHBIX MOJIb30BATENEH 3alIUIEHHBIX Bepcuid Win-
dows?

Kaxk oprann3zoBaHo XpaHEHHE Mapoiei B 3alTUIeHHBIX Bepcusix Windows?

Kakue napamerpsl NMONMTUKM NAposied M KaK MOTYT OBITh OIPEIENIECHbI B 3aAIMILEHHBIX
Bepcusax Windows?

B dyem pasHuma MeXIy CHMMETPUYHBIMH W aCCUMETPHYHBIMH KpPUNTOrpadUUIeCKUMHU
cucreMamu?

Kakue ocHOBHBIE crOCOObI NPUMEHSAIOTCS IpPU CO3JAaHUM AITOPUTMOB CHUMMETPUUYHOMN
kpunrorpaduun?

UTo N1€KUT B OCHOBE aCCUMETPUYHOM KpunTorpapuu?

B yem ocoGeHHOCTH U OCHOBHBIE C(hepbl IPUMEHEHHUS ACCUMETPUYHBIX KPUIITOCHCTEM?

Ha uem ocHoBana kpuntocroiikocts cucteM RSA u Dnb-I'amana?

Yro Takoe 3neKTpoHHas HH(poBasi MOAMUCH, KAaK OHA MOy4aeTCs ¥ MpoBepseTcs?

Kakosa pons B cuctemax DI pynknmii xemmpoanus?

Kakyio posib HCIONHSIOT YAOCTOBEpAMOIINe HEeHTpbI? UTo Takoe cepTU(HUKAT OTKPHITOrO
KJroya?

B yem 3akirouaroTcs IPUHILMIIBI U METOABI KOMIBIOTEPHOI creranorpaduun? s pemeHus
KaKUX 3aJa4 MPUMEHSIOTCS METOAbl KOMIbIOTEpHOH creraHorpadguu? B dyem pasHuna
MEXIy Kpunrorpadueit u creraHorpagpueii?

Bunbl KOMIbIOTEPHBIX BUPYCOB?

Crioco0bI 3apakeHust BUpycaMu?
Kakue cymecTBylOoT OCHOBHBIE KaHallbl 3apa’K€HUSI BUPYCaMHU OOBEKTOB KOMIIbIOTEPHOM
CUCTEMBI?
Kakue cymiecTByloT MeTO/Ibl aBTOMaTHUECKOr0 OOHapYXEHUsS U yAaleHus: Bupycos? B uem
UX JJOCTOMHCTBA U HEJOCTAaTKU?
B uewm 3akmtouaercs npodunakTuka 3apakxeHHsi KOMIbIOTEPHBIMU BUpYycaMu ?
Kakue xapakTepuCTHKN KOMIIBIOTEpA MOTYT MCIIOJIB30BAaThCs Il HACTPOMKY 3aIlUIIAEMOT0O
MIPOrpaMMHOTO MpoayKTa?
Kakue metoasl MOTyT MCIOJIB30BAaThCS JUIS 3AIMUTHI MPOTPAMMHBIX CPEICTB OT M3YYEHHUS
AJIITOPUTMOB UX pabOThI?
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